A
AutoTRUST

Autonomous seladaptive services for
TRansformational personalized

InclUsivenesS and resilience in mobiliTy

D3.2 Advanced internal and external sensing systefn

HEEGENECERA AviSense. Al Nikos Piperigkos
Reviewers Theofilos Christodoulou (CER]T&Yr HakobyarfWaveye GmbH
Type R Dissemination iV,

Document version YK Due date 31/08/2025

TN C f d d b Project funded by
-
* B o u n e y schweizerische Eidgenossenschaft Federal Department of Economic Affairs,
* * - Confédération suisse Education and Research EAER
* * th E U Confederazione Svizzera State Secretariat for Education,
k4 * * e u ro ea n n I o n Confederaziun svizra Research and Innovation SERI

Swiss Confederation

AutoTRUST project has received funding from CINEA under the Europea® Wtadrnon Europe researcl
and innovation programme under Grant Agreement No 101148123.




- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

Project information

Project title Autonomous  seHadaptive services for Transformationa
personalized inclUsivenesS and resilience in mobility

Project acronym AutoTRUST

ETEIWAG[EETNERI NN 101148123

Type of action Research and Innovation ActiofiRIA)

Call HORIZOXCL52023D6-01

Topic HORIZONL52023D6-01-01 - Usercentric development of vehicl

technologies and solutions to optimise the-board experience ang
ensure inclusiveness (CCAM Partnership)
Start date 1 May 2024
Duration 36 months

Documentinformation

Associated WP WP3

Associated task(s) T3.2,T3.3, T3.4

Main Author(s) Nikos PiperigkofAviSense.Al Alexandros Gkillas (AviSense.Al)
Author(s) Aris LalosAviSense.AlIDimitrios TsiktsirisTheoktisti Marinopoulou
Dimitrios Manolakis Theofilos Christodoulou, Christos Basde
Dimitrios Triantafyllou, Eleftherios Blitsis, Theofanis Siama
Thomas KopalidisEvangelos Athanasaki®anagiotis Lepentsiotig
Stefanos Georgiadig\ngeliki Zacharaki, Antonios Lalas, Konstant
Votis (CERTHLeonidas KatellarjsNearchos StylianididJCY, You
Jun Choi (KATECH) Sooji Yeom (MORAISajad Hamzeneja(
(UNIGE) Gor HakobyanWaveye GmbM Pierre G@ehwan (BETI
Bruna FranceschigCARITAS)

Reviewers Theofilos Christodoulou (CERT&Yr HakobyarfWaveye GmbMH
Type Rt Document, report

DIEECETIEUNEYEIE PUT Public

Due date M16 (31/08/2025) ¢ Extended to M17 (30/09/2025)
Submission date 30/09/2025

Page2 of 133

Co-funded by
the European Union




- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

Document version history

Version Date Changes Contributor (s)
v0.1 28/05/2025 | Initial table of contents Nikos Piperigkos (AviSense./
Alexandros Gkillas (AviSense.Al)
v0.2 12/06/2025 | Contribution in Section 1 | Nikos Piperigkos (AviSense./
Alexandros Gkillas (AviSense.Al)
v0.3 04/07/2025 | Contribution in Section 2 | All authors
and Section 3
v0.4 18/07/2025 | Contribution in Section 3 | All authors
and Section 4
v0.5 24/07/2025 | Contribution in additional | All authors
Sections
v06 01/08/2025 | Versionready for review | Nikos Piperigkos (AviSense./
Alexandros Gkillas (AviSense.Al)
v0.7 26/08/2025 | Review byCERTH Theofilos Christodoulo(CERH)
v0.7.5 27/08/2025 | Refinement based on Nikos Piperigkos (AviSense./
review comments Alexandros Gkillas (AviSense.Al)
v0.8 28/08/2025 | Review bywaveye GmbH | Gor Hakobyaifwaveye GmbMH
v0.8.5 29/08/2025 | Refinement based on Nikos Piperigkos (AviSense./
review comments Alexandros Gkillas (AviSense.Al)
v09 19/09/2025 | Final review and Theofilos  Christodoulou  (CERT
refinements Antonios Lalas (CERTH)
v1.0 30/09/2025 | Final version for Antonios Lalas (CERTH)
submission

o Co-funded by © s e
3 the European Union i

Page3 of 133




- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

Disclaimer

| F#dzyRSR 0& GKS 9dzNRBLISIY | YyA2y® *ASsa YR 2LAYA

R2 y2i y80SaalNAte NBbSOG (K243 2F (KS 9dzNBLISH
Oy 68 KStR NBGKByadNRPBSFENI 8 KSN®aAA2Y A& y2d NI
(KS AYT2NXI o2y Al O2yilAYy&a®

2 KAES GKS AYyT2NXIoz2y O2yilAySR Ay (G(KS R20dzySy
LI Nb OA LI ydali 202 @B Nb dzY YIF 1S y2 46 NNIyGe 2F | ye
odzi y20 tAYAGSR (2 GKS AYLXASR 46 NN¥yaSa 2F YSN

bSAGKSMEI@K S 2y@a2NbdzY y2NJ Fye 2F AGa YSYOSNBSI
NBaLR2yaAotsS 2NIJfALotS Ay yS$S3ftAa3asSyos 2N 2 5

(@

Without derogating from the generality of the foregoing neither tAeitoTRUSTonsortium nor any of it
members, their officers, employees, or agents shall be liable for any direct or indirect or consequential
damage caused by or arising from any information advice or inaccuracy or omission herein.

Copyright message

© AutoTRUSTonsortium. This deliverable contains original unpublished work except where clearly ind
otherwise. Acknowledgement of previously published material and of the work of others has been
through appropriate citation, quotation, or both. Reproduction is authorised provided the sourg
acknowledged.

Co-funded by ]
the European Union :

KIS T 23eenss Pagetof 133




- o

AUIUTRUQT D3.2 Advanced internal and external sensing systém.v
Contents
List of acronyms and abbreviations...............cevviiiiiieieiiiiiiiiii s a e e 8
LIST OF fIQUIES ..ottt et e e e e e e e e s r e e e e e e e e e e e e nnneees 11
[ 0] i 7= 0] T TP P PP PPPPPOPPPRP 15
EXECULIVE SUMIMABLY......eiiiieiee ettt e e e e e e s e r e e e e e e e e e e e nnnnenes 16
S [ 011 {00 [ Tox 1 o) o FO PP P PP PPPPRPP 18
1.1. Purpose and structure of the dOCUMENL...........ccuviiiiiiiiiie e 18
1.2, INteNded AUGIENCE.........uiiiiiiiiiie et e e e e eas 19
1.3, INEEITEIATIONS ...t e e e e e e 19
2. Internal sensing system of-zabin monitoring for occupant safety and comfort........ 21
2.1. Analysis of cabin environment and occupant behaviors.........cccoceevvieiiieeneeeeennn. 21
2.1.1. Camera PlaCeMENL........ccuuiiiiieiiieee e ettt e e e e e e e e e e e e e e 22
2.1.2. Microphone PlaCeMENL...........vvuiiiiiiiiiriii s e e e e e e e e 23
2.1.3. In-cabin ODJECt dELECTION.........uuiiiiiiiiiiee e 25
214, CFOALFE NBO23IAyAGAZY T.2N1.LJ.a.A4.Sy.3.SNBED
2.1.5. Facial EMotion RECOGNITION........cuiiiiiiiiiiiiiiiiiiii et 30
2.1.6. Driver Distraction DeteCiON...........cceeiiiiiiiie i 32
2.1.7. EventBasedDriver Distraction DeteCtion...........cceovviiiiiiiiiiiiiiiieee e 37
2.1.8. DrowSiNESS DELECHON.........eiiiiiiiiiiie ettt 42
2.1.9. Abnormal Sound Event DeteCtiQn..........cooviiiiiiiiiiiieiiieeeeee e 44
2.1.10. Virtual assistant for occupant interaction...............cccccoevvvvveeveeieeeeeiiniininnnn, 49
2.2. Cooperative salienelgased pothole detection and AR rendering solutians......... 51
2.2.1. Saliencybased potentially hazardous obstacle detection............................ 52
2.2.2. Augmented Reality rendering & early hazard awareness................ccccvvenee. 53
2.2.3. Cooperative information SNaring..........cccuuveeieiiiieiiei e 54
2.2.4. Technical Advancements and Implementation............cccccceeeeei v, 54
2.2.5. ViSUAI MALEIIAL........cooiiiiiieiii e 54
P T N[ ) (=] o = SPPP 55

B Co-funded by {;M_ remen g, K'& '1- ﬂ;ﬁg‘”sigﬂ Pageb of 133

the European Union E — sy

ARSYy



- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

2.3. In-vehicle air quality and thermal comfort analysis..............ccccccciiirniiiiiieiiieinne, 56
2.3.1. Smart SeNSOrs DePIOYMENL. ......coiiiiiiiiiiiiiiii e 56

2.3.2. Spatiotemporal of irvehicle environment using 3D Computational Fluid Dynamics
58

2.3.3. In-cabin air quality fOreCasting..............uuuuurrurrmirmmnir e 59

2.4. Visual analysis with object detection and vislanguage models in public transport

VENICIES. ... s 61
2.4.1. Object DeteCtionn DUSES........uuuuiiiiiiiiiiie s iee et e e e e e 62
2.4.2. Violence/NonViolence Video Classification..............ccccvvvvvveiveeeeieeeeeeeniiinnnnnns 63
2.4.3. Vision Language Models for bus passengers identification......................... 64

2.5, CONCIUAING FEMAIKS ..ottt e e e e 68

3. External sensing system of 4D cooperative situational awareness for scene analysis, safe
and INCIUSIVE MODIITY ..o e 69

3.1. Singleagent scene analysis for contextual understanding.....................cccoeoee 69
3.1.1. Road cONditioN ASSESSMEINL. ......uuuiiiiieeeeiiiiiiiiiiiieeeee e e e e e s ssirrrrrrrreeeeeeessannnnns 69
3.1.2. Traffic SigN DEeteCHIQN. .. ... 74

3.2. Multi-agent cooperative situational awareness and scene analysis................... 79

3.2.1. Realize cooperative situational awareness using standard V2X messages/f®rmat
3.2.2. Cooperative localization via joint distributed learning and decisnaking........ 82

3.2.3. Cooperative multbbject detection & tracking via graph signal processing

(0] )11 1 12= 1 (o] o 1P 95

3.3, CoNnClUdiNg rEMAIKS. ... ...uiiiiiiiiie e 104
4. Privacy and data trustworthiness of sensing SYStem.............coevvvvevivvevvverivnnennnnnnnnn. 106
4.1. Security and privacy of data, confidentiality and ethical compliance................ 106
4.2. Privacy preservation techniques in autonomous vehicles systems.................. 107
4.2.1. Federated LEaINING . ......ccoiiieiiiiiiiiiiie e e ettt s e e e e e e e e aaase e e e e e e e eaaa e e eeeaeeene 107
4.2.2. Federated Learning Security and Privacy...........cccccuuvvieiieeeeiiniiniiiiieeeeeennn 111
4.2.3. Future ContriDULIONS. .......ooiiiiiiiiiiiiee e 112

4.3. Enhancing the security and privacy of external sensing system....................... 113

B Co-funded by {;M_ remen g, K'& '1- i&ﬂﬂ_”%{.gﬂ Pag% of 133

the European Union — ey




- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

4.3.1. Federated Deep Unrolling for LIDAR StiResolution Using Homomorphic

[ 0 Tod Y o110 o PO PP P PP PPPPPPPPPRP 113
4.3.2. Federated Deep Unrolling MethQd..............coovvviiiiiiiiiiiiiiiie e 115
4.3.3. Experiments and Evaluation StUAY..........ccooviiiiiiiiiiiiiiiieeeeeeieeeeee e 118
N S o 1 [ 1W o [T I =T =T P 123
ST O0 1 (o1 U 7o ] o H T PP T PP P PP PPPPPPPPPN 124
RETEIEINCES....... et e e e e e e s e e e 125

Project funded by

Co-funded b ety e . - N
Bl o Eropenn union © i mmma T KK ) T RANWIETRY Page7 of 133




- o

A
AutoTRUST

D3.2 Advanced internal and external sensing systém.v

List of acronyms and abbreviations
Abbreviation Description

AC Air conditioning

ADAS Advanced Driver Assistance Systems
Al Artificial Intelligence

AMOTA Average multi object tracking accuracy
AMOTP Average multi object tracking precision
ANN Artificial neural network

AOS GraphLap | Allin one stage Graph Laplacian CoMOT
CoMOT

APE Absolute pose error

AR Augmented Reality

ASR Automatic Speech Recognition

ATC Adapt then combine

AV Autonomous Vehicle

BSM Basic Safety Message

CAM Cooperative Awareness Message

CAV Connected and autonomous vehicle
CFD Computational Fluid Dynamics

CL Cooperative localization

CNN Convolutional neural network

CoMOT Cooperative MOT

DENM Decentralized Environmental Notification Message
DP Differential privacy

EAR Eye Aspect Ratio

ECU Electronic control unit

ETSI European Telecommunications Standards Institute
FAR False acceptance rate

FIR False injection rate

FL-DU Federated learning based deep unrolling
FN False negative

FP False positive

GDPR General data protection regulation
GNSS Global Navigation Satellite System

GT Ground truth

HA Hungarian algorithm

HE Homomorphic encryption

HMI Human Machine Interface

HQS Half quadratic splitting

IDSW Identity switches

SN Co-funded by

Project funded by

the European Union

 KIG T ieiansy

PageB of 133



- o

A
AutoTRUST

D3.2 Advanced internal and external sensing systém.v

Abbreviation | Description

IMU Inertial Measurement Unit

loT Internet of Things

IOU Intersection over union

ITS Intelligent Transportation Systems

KF Kalman filtering

LiDAR Light detection and ranging

LLM Large Language Model

LSTM Longshort term memory

MAR Mouth Aspect Ration

ML Machine Learning

MLP Multi Layer Perceptron

MOT Multi object detection and tracking
MOTP Multi object tracking precision

MT Mostly tracked

MTCNN Multitask Cascaded Convolutional Neural Network
PM Particulate matter

PSM Personal Safety Message

QoE Quality of experience

QoS Quality of service

RADAR Radio detection and ranging

RANS Reynolds Averaged Navier Strikes
RNN Recurrent neural network

RSA Roadside Alert

SAMOTA scaled AMOTA

SCNN Spiking Convolutional Neural Networks
SIMPLE Semi Implicit Method for Pressure Linked Equations
SLAM Simultaneous localization and mapping
SNN Spiking Neural Networks

SPAT Signal Phase and Timing

SR Superresolution

STT Speech to text

TSA GraphLap | Two stages of association Graph Laplacian CoMOT
CoMOT

TTS Text to speech

V2I Vehicle to infrastructure

\YAY Vehicle to vehicle

V2X Vehicle to everything

VAE Variational autoencoder

VAS Virtual Assistant System

VIL Vehicle in the loop

i Co-funded by
3 the European Union

Project funded by

KIS T #28wisnsy

Page9 of 133



- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

Abbreviation | Description
ViT Vision Transformer
VLM Vision Language Models
VOC Volatile Organic Compounds
VRU Vulnerable Road User

PagelOof 133

Co-funded by
the European Union




- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

List of figures

Figure 1: Architecture of the 4icabin Monitoring SYSteM............ooviiiiiiiiiiiiiiieeeee e 22
Figure 2 Fronfacing camera EUCAD demaO............cooooiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeesee e 23
Figure 3: Side camerdEUCAD dEMQ.........cuuiiiiiiieieee e 24
Figure 4: Setup of the firsSt deMQ...........ovviiiiiiieeeiee e 24
Figure 5: YOLOV8 AICNITECIUIE. .....ceiiiiiiiiiiittee ettt e e e e 26
Figure 6: Person and Cellphone Identification from the first demo...............oooooeeeeee. 27

Figure 7: Face detection and preprocessing using the modified MTCNN pipeline. From left to
right: original image, detected face with bounding box and facial landmarks, and
cropped/aligned face used for embedding..............ooueviiiiiiiiiiiii s 28

Figure 8: Example images from the pretraining datasets (VGGFaceZ2) showing variations in pose,
= To [SI= U [o N1 0T a T g = U o] o P POPPPPURRRPRPN 28

Figure 9: Face embedding extraction and matching using FaceNet (IncBesdiet v1). The
cropped/aligned face (left) is converted into a 5diPnensional embedding vector (middle) and

compared to stored prototypes using cosine similarity to produce anide....................... 29
Figure 10: Overall architecture of the ResEmoteNet model...........cccccoeiiiiiiiiiiiiiinn. 31
Figure 11: Example emotidabeled faces from the AffectN& dataset (seven universal
(03 oSS PP 31
Figure 12: Facial Emotion Prediction PIpeline...........coooiiiiiiiiiiiiiiieeceee e 32

Figure 13: Example frames from the custontabin distraction dataset. Each column shows a
behaviourbehaviour class (Drinking, Texting, Safe Driving) and each row shows a different
individual performing that behaviourbenaVIOUI................oooiiiiiiiiiiee e 34

Figure 14: MOVINEt ArChItECIULE..........ooiiiieieeeeeeeeeeee e 35
Figure 15: Training and deployment configuration for the distraction detection model....36

CA3IdzNB mMcY /2y FdzaA2Y YIGNRE AfftdAGNI GAYy3I GKS
(o P T ol o A R (SR (o M =) AU UPRPRPR 36

Figure 17: An RGB frame from the Driver Distraction Detection dataset (left) converted into an
eventbased representation using spike encoding (Mght).........ccccoovrviiiiiiiieieceee e, 38

Figure 18: Driver distracted by phone, captured with a Prophesee #as®d sensar.......... 39
Figure 19: Overview of the proposed 3D CSNN architeCture............cooooovvieeiiiiiiieeeieieinnns 40

Bl e O mme e KIGT v Pagel1of 133

the European Union




- o

AUIUTRUQT D3.2 Advanced internal and external sensing systém.v

Figure 20: Confusion matrix for the model's predictions on the test dataset................... 42
CAIdzNE HmMY . AYylFINE OflFaaAirfAiQl.iAr2y. 2T . RNADSNDA
CA3IdzZNBE HHY ¢KS 5NRPgaiAySaa 5S0.S00A2Yy..{.2440SYQA
CAIdzNBE HoVY 2 @STF2NNV.ALY.LIE.S..2F..Q0{.QNBL.Y.Q460f I 4 &
CA3IdzNBE HnY 2 @STF2N) ALYLIS..IT2N.Q:tSKAQL& | 2Ny Q
Figure 25: Architecture of the abnormal sound event detection model.......................... 47

Figure 26: Training and validation (a) accuracy and (b) loss curves over epochs for the abnormal
sound event detection MOAEL..............uuiiiiiiiiii e 47

Figure 27: Confusion matrix for the abnormal sound event detection madel.................. 48

Figure 28: Overlay visualization of the pothole with different colours based on their severity.

Different severity prioritization of potholes based on their size and volume.................... 53
Figure 29: Pothole recognition and visualization for early awareness..............ccccccvvvnnns 55
Figure 30: Visualization of pothole recognition in different distances................cccccvvveeeee. 55

Figure 31: Example of the-ughicle environment stationary sensor and visualization interface.

.......................................................................................................................................... 57
Figure 32: Example of-irehicle CFD simulation for a) temperature distribution and b) air flow
02 L (=T U PPTP 59
Figure 33: Redlime IAQ Forecasting Dashboard..............ccccccviiiiiiiiiiiiiiiieeeii 61
Figure 34: YOLOV11 detections of PeOPIe...........ooooiiiiiiiiiiieieeeeeeeeeee 62
Figure 35: Example of detections using the YOLO World madel..............occcvvviiiieennnnnn. 63
Figure 36: Model prediction output during inference on the Bus Violence dataset.......... 63

Figure 37: YOLOvV11 detections of people in the bus with the descriptions of the VLM.r@édel.

Figure 38: Al generated images of people in a public bus............ccccoeeiiiiiiiiiiiiiiii, 66
Figure 39: Florence2 detections 0N IMage.........ooiiuiiiiiiiiiiiee e 67
Figure 40 YOLOV8 ArChItECIUIE.........cooiiiiieeeeeeeeeeeeeeeeeeee e 71

Figure 41: Training and validation performance metrics demonstrating stable convergence and
minimal overfitting of the YOLOV8 pothole detection model...........cccccveveiiiiiiiiiiiiiiiiinne. 72

Figure 42: Sample validation images with predicted bounding boxes and confidence.s&#es.

CA 3 dzNB

noY /2y ¥FdzaA2y YIGNRE . F2NL.ALR.G.K274S5¢ Gao

Figure 44 YOLOV8 ArChItECIUIE. ......covviiiii et e e e e e e e e aeaes 76

Co-funded by

: the European Union Ui . ‘.““‘L" . K'& T iﬁ}ﬂﬂ.}.lix_gﬂ Page12 Of 133




- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

Figure 45: Training and validation performance of the model architecture...................... 77
Figure 46: Validation images with predicted bounding boxes and confidence scares.....77
Figure 47: Confusion Matrix highlighting occasional misclassificatians........................... 78
Figure 48: VIL simulation in Morai Sim showing status information of virtual and real ol§#cts.
Figure 49: Cooperatives situational awareness test scenario generation by Car2X.......82
Figure 50: Analysing cooperative situational awareness functions by Car2X................. 82

Figure 51: Distributed optimization in learning and decisimaking is realized by adaptive
multi-agent swarms, where each agent cooperates with its neighbors to address individual
limitations. Note at the right, the star topology that is formulated by the (arbitrary) ego vehicle

Figure 52: Original KalmaNet's architecture. Proposed SPFL strategy will focus on training in a
distributed, serverless and communication efficient manner local KalmaNet's, by transmitting to
ego vehicle and aggregating either the fully connected |&9ér 0 (jnk) associated explicitly

to Kalman gain gi0'Y Y, 2 and 3 1ayers (Fed)..........ccvoueeveveeieeeeeeeeeee e 88

Figure 53: PFedKalmaNet framework in adaptive swarms of CAV. Ego vehicle is acting as the
fusion center in both cases, avoiding the need for a centralized server based architecture. Left:
Distributed learning stage via SPFL. Right: Distributed trained PFedKalmaNet is then used at
distributed decisioamaking stage for effective cooperative situational awareness.......... 91

Figure 54: Simulation stack based on CARLA, SUMO and Artery, using ROS as middleware, and
60 vehicles' trajectories. Ego vehicle's is shown in black................ooovvviiiiiiiiiiiiiiiiiinnnnns 92

Figure 55: Impact of diverse levels of personalization in location awarenes®\ER([M))......94

Figure 56: Effectiveness of fusion operation -(RE (m)) is increased/decreased when
positioning NOISE IS IOWEI/NIGNET.........ccoo e a5

Figure 57: Impact of the number of connectionslHEIm). No time threshold assumes that all
incoming messages are fully Synchronized.............cccuvviii 95

Figure 58: Fully connected graph of detections from two neighboring af@ni$’at time o.
Detections from agentfblue color) are interconnected among them, and also linked to
detections from agenipink color). Red and black edges indicate the overlapped information
of the object shared between the agents and all the connections of the graph, respecti98ly.

Figure 59: TSA Graph E@pMOT of the Graph L&poMOT approach..........ccccccceveeeennnne 100

I Co-funded by i —— K,a-'réﬁﬂa.{;jsx_gﬂ Pagel3of 133

the European Union — ey




- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

Figure 60: Average tracking results in V2V4Real. Plus (minus) sign indicate the rate of accuracy
improvement (decrease) with respect to the maximum deviation of the stafehe-art
COMOT MELNOUS......cciiie ittt s e e e e e e e e e s e e s bbb e e eeeeaeeeesannes 102

Figure 61: Ablation study on three indicative V2V4Real sequences. Plus (minus) sign indicate the
rate of accuracy improvement (decrease) with respect to the DMSTrack..................... 103

Figure 62: Impact of increasing graph topology size on MOTP on averageafdthe® @ @ Qi
demonstrate the number of True Positive (TP) objects per frame and average MOTP,
respectively. Bullet points indicate the frequency of each TP count per frame. TSA Graph Lap
CoMOT enhances tracking performance as the graph topology size increases........... 103

Figure 63: Qualitative results of CoMOT based on assessing tracking accuracy and precision with
GT (green), TSA Graph {@pMOT (red) and DMSTrack (yellaw)...........cveeeiiiiiiiiinnne. 104

Figure 64: Federated Learning topology for autonomous vehicles................................ 108

Figure 65: Proposed Deep unrolling model. In particular, a small number of iterations, shy

the a local HQS solver in Eq. 40 are unrolled and treated as a deep learning architecture. Each
iteration of the iterative solver is considered a unique layer of the proposed model, resulting in

a Klayer deep learning arChitECIUIE. ..........ooiiiiiiiiii e 115

Figure 66: Proposed ertd-end Deep unrollindpased Federated Learning approach. This
strategy contains two key parts i.e., the adaptation and the combination step. In the adaptation
step, each agent updates its local deep unrolling model using the local data consistency term
and the local denoiser. This process ensures adaptation to the specific characteristics of the

FaASyidQa RFEGFaSid LY GKS [/ 2Y0AYylLGA2y LI NI GKS

This creates a global denoiser (regularizer) that captures knowledge from diverse local datasets.

Figure 67: L1 loss of the derived global model from the proposed deep unrolling FL scheme with
and without homomorphic encryption vs communication rounds along with the best accuracy
achieved by the centralized deep unrolling model...................co o 120

Figure 68: Loss of the derived global model from the proposed deep unrolling FL scheme with
and without homomorphic encryption vs communication rounds against the classical federated
learning framework with the SRAE model denoted aSIRRE..............cccccvvvvvvvvevnnnnnnnnnnnn. 121

B Co-funded by ‘;M_ S —— K'&Tf’ﬁ“ﬂﬂ%{‘gﬂ Page14of 133

the European Union — sy




- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

List of tables

Table 1: Distribution of annotated behaviour classes in the custarabm distraction dataset.

Table 2: Peclass performance metrics of the distraction detection model on the test se87
Table 3: Evaluation results for different 0SS fuNCHONS.............oevviiiiiiiiniiiiee e 41
Table 4: Evaluation results for different number of layers...........cccciiiiiiiei, 41

Table 5: Summary of the acoustic event dataset used for training, including class names, source
datasets, sampling characteristics and total duration per class..........ccccceveeiiieiiieeiieeenenn. 45

Table 6: Classification report for the abnormal sound event detection model on the test8et.
Table 7Formatof the GAMS INAOOr DAtaSEL............cevvvirriiiiiiiiiiiiii e 59
Table 8Evaluation Metrics for IAQ ParameterS...........uuuurverrriiimimiiinrrnsssseseeeeeeeeeeeeeeeens 60

Table 9: Composition and YOt@mpatible organization of the processed pothole dataset0

Table 10: Traffic SIgNS Detection ataSEL...........uvvveiiiiiriiuiiiiiiiiiiii e 75
Table 11: Quantitative ResuliSederated Learning.........cccoeeeevveiiiiiiiieei e, 121
Table 12LIDAR SLAM: Absolute Pose Error w.r.t Translation Part. (m)........................ 122

roject funded by
Co-funded by © o
the European Union

pmme - KIG T PHEEss Pagel5of 133




- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

Executive summary

The deliverable5 0 dH X  a! ROl yOSR Ly SNy fvizifpresentsothed SNy | ¢
technical advancements and initial validation of the integrated internal and external sensing
systems developed within the AutoTRUST project, which aims to advance the state of the art in
autonomous, safe, and inclusive mobility.

The internal sensing systems designed to ensure passenger safety, comfort, and personalized
interaction inside vehicles. The system combines visual, audio, and environmental sensors to
provide a comprehensive view of the cabin and its occupants. Key features includeanesal
monitoring of driver attention and welbeing, detection of risky behaviors and abnormal
sounds, as well as privapyeserving facial and emotion recognition. An intelligent virtual
assistant interprets data from multiple sources and enables natural, coateate interactions
between users and the vehicle, all running locally for enhanced privacy and reliability.
Furthermore, environmental sensors and advanced simulation models are deployed to
continuously assess and optimize air quality and thermal comfort, ensuring a healthy and
comfortable cabin environment for all passengers.

The external sensing systersupports safe and resilient mobility by enabling vehicles to
accurately perceive and understand their surrounding environment, both individually and
cooperatively. The system delivers reliable detection and assessment of road conditions,
including the identification and prioritization of hazards such as potholes and damaged
infrastructure. This information is intuitively conveyed to drivers using advanced visualization
techniques, such as augmented reality overlays, which provide early and easily interpretable
warnings. Crucially, AutoTRUST enables vehicles to securely share information about hazards,
road conditions, and dynamic objects with each other and with traffic infrastructure. This
collaborative approach extends the awareness of each vehicle beyond its own sensors,
improving responsiveness and safety in complex, dynamic environments. By allowing vehicles
to collaboratively learn from local data without exchanging sensitive information, AutoTRUST
improves perception and localization accuracy while ensuring compliance with data privacy
requirements. The use of privagyeserving techniques, such as secure aggregation and
encryption, is a core part of the system, reflecting a strong commitment to user trust and data
protection.

All developed modules have been validated using a combination ofmedd data collection,
custom test scenarios, and largeale simulation environments. The deliverable also outlines
ongoing and future work towards futicale pilot demonstrations and continued integration of
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user feedback, with the goal of delivering a robust, usemtric, and ethically sound
autonomous mobility platform.

In summary D3.2 establishes the foundation for advanced, trustworthy sensing and perception
systems in autonomous vehicles, combining technical excellence with aestred, privacy

first approach. The work described in this deliverable directly contributes to safer, more
comfortable, and more inclusive mobility solutions for all road users.

It should be underlined that this is the first version of tDeliverable and the AutoTRUST

sensing technologiesvhich will continue to evolve in the secopériod of the project and will

be described in its final version of the Deliverab®&4 ¢Advanced internal and external sensing
systemwH ¢ ¥ R dzSandiifaccrdapcithi KS LINRP 2S00 Qa8 RSAONALIGAZ2Y
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1.Introduction

The5St AGSNI06fS 50dHI G! ROIFYOSR LWXS NYINE gA FRa
comprehensive overview of the sensing architectures, methodologies, and initial results
achieved within the AutoTRUST project. This document describes the core technologies that
enable autonomous vehicles to perceive, understand, and respond to both twabin
environment and the external driving scene, supporting the project's vision for safe, inclusive,
and resilient mobility. The primary objective of this deliverable is to present the design and
implementation of integrated sensing solutions that advance user safety, comfort, and trust in
autonomous systems. The report covers a wide range of technical topics, including occupant
monitoring, driver attention analysis, environmental quality assessment, road condition
detection, cooperative awareness, and privgogserving data management. Both the internal

and external sensing systems are discussed in detail, with a focus on their architectural
foundations, technical innovations, and reabrld validation.This deliverable is intended as a
reference for project partners, reviewers, and stakeholders who seek to understand the state
of-the-art sensing technologies developed in AutoTRUST, their role within the overall project

F NOKAGSOGdzNBX FyR (GKSAN O2yGNAodziAz2zy (2 GKS
establishes the foundation for future development, largmale pilot deployments, and the
continuous improvement of usarentered autonomous mobility solutions.

1.1. Purposeandstructureof the document

The purpose of this document is to provide a detailed account of the methodologies,
technologies, and results underpinning the development of the advanced internal and external
sensing system within the AutoTRUST project. This deliverable aims to guide both the technical
implementation and the integration of sensing solutions that ensure safe, inclusive, and user
centric autonomous mobility.

This report documents the activities and decisions taken throughout the design, development,
and validation phases of the sensing system. It captures the rationale behind key technical
choices, highlights innovative approaches to occupant and environment monitoring, and sets
out the measures adopted to address privacy, security, and ethical considerations.

The structure of the document is as follows:

1 Section 1 introduces the objectives and relevance of the deliverable, providing an
overview of its purpose and intended audience.
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T Section 2 presents the internal sensing system for-cabin monitoring, including
occupant safety, comfort analysis, behavioral understanding, and environmental
sensing.

T Section 3 describes the external sensing system, covering approaches for contextual
scene analysis, road condition assessment, cooperative perception, andageiti
information sharing.

1 Section 4 addresses privacy, security, and data trustworthiness within the sensing
system, outlining both technical and organizational safeguards, with a focus on privacy
preserving learning and secure data aggregation.

T Section5 summarizes the key conclusions and sets the direction for ongoing work and
future milestones.

Each section is organized to provide both a Hegrel overview and detailed technical insights,
ensuring the document is accessible to a diverse readership, including technical experts, project
partners, and broader stakeholders. The report also serves as a foundational reference for
subsequent deliverables and the continuous improvement of the AutoTRUST platform.

1.2. IntendedAudience

The5 St A OSNI 6fS 50duz 4G! ROl Yy OSR.VIZ ¥ inBridafllfof both y R 9 E |
public use and for the AutoTRUST consortium, including all project partners and affiliated
stakeholders. It serves as a comprehensive reference, providing detailed guidance on the
implementation and integration of advanced sensing systems developed within the profect.

document is designed to support technical contributors, project managers, and consortium
YSYo SNH& 0 KNP dz3 K 2 dzii GKS LINR2SO0lQa RdzNJ A2y X
methodologies, system architectures, and validation approaches. In addition, it provides
transparency and accountability for external reviewers, European Commission evaluators, and

the wider research and innovation community interested in stat¢he-art solutions for
autonomous, inclusive, and resilient mobility.

1.3. Interrelations

The AutoTRUST project brings together a multidisciplinary consortium with expertise spanning
academia, industry, and research organizations. This diversity ensures a holistic approach to
developing advanced, Alriven solutions for personalized, inclusive, and resilient connected
and automated mobility (CCAM). With sixteen partners across ten EU member states and
associated countrigsincluding Norway, Switzerland, the United Kingdom, Korea, and dapan
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the project leverages a wide range of perspectives and resources to address challenges related
to security, privacy, webeing, health, and user assistance in automated vehicle environments.

Within the project structure, AutoTRUST is organized as a Research and Innovation Action (RIA),
segmented into six interconnected work packages (WPs), each further divided into targeted
tasks. The internal and external sensing systems described in this deliverable (D3.2) form a
cornerstone for several technical and usmmtered activities across these work packages.
Specifically, the methodologies and results presented here build on the user requirements and
best practices established in earlier deliverables, and provide essential technological input for
the development and integration of perception, decisimaking, and user interaction
components addressed in subsequent work packa@€B4, WP5)Furthermore, the sensing
architectures and privacy frameworks detailed in D3.2 support the sygal evaluation,
demonstration, and validation activities planned for later stages of the prdjd®5) This
ensures that the sensing systems are not only technically robust but also aligned with broader
project objectives relating to inclusiveness, safety, and trustworthiness.

Overall, D3.2 is positioned at the intersection of user needs, technological innovation, and
ethical compliance, and serves as a key reference point for ongoing collaboration and
knowledge exchange among AutoTRUST pastner
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2.Internal sensing system of -gabin monitoring for
occupant safety and comfort

In the pursuit of enhanced safety, comfort, and personalization within automotive
environments, the integration of intelligent 4cabin monitoring systems has become a focal
point of research and developmenfTowards this end, the research and technological
developments of AutoTRUST focus on mmuitidal monitoring and advanced -dtiven
analytics. The system architecture encompasses multiple interconnected modules that work
synergistically to provide redilme assessment of occupant behavior, environmental conditions,
and potential safety risks. Through the integration of computer vision, artificial intelligence,
sensor networks, and advanced signal processing techniques, these systems create a holistic
understanding of the cabin environment that extends far beyond traditional monitoring
capabilities.

The following sections detail the technical aspects of the system, focusing oadtped
methodologies, performance characteristics, and practical applications of each component.
Specifically, Sectio2.1 explores the cabin environment and occupant behaviours through
strategic sensor placement and machine learning techniques, addressing areas such as facial
recognition, emotion and distraction detection, and virtual assistance. Seétdighlights
innovative approaches for salienbpased obstacle detection and augmented reality solutions

for proactive hazard awareness. Sect® investigates air quality and thermal comfort using
smart sensors and computational fluid dynamigsction 2.4 introduces visual analysis methods
leveraging object detection and cuttireflge visiodanguage mode|swhile, finally, 8ction 2.5
presents ourconcluding remarks.

2.1. Analysis of cabin environment and occupant behaviors

The incabin monitoring architecture of AutoTRU®fesented inFigurel, integrates multiple
sensor modalities with Adriven analytics to ensure driver and passenger safety, comfort, and
inclusiveness. The system combines satel frontfacing cameras, a microphone array, and an
eventbased sensor, which continuously capture multimodal data streams inside the vehicle.
These streams are processed on the Jetson Orin AGX platform, where lightweight and
optimized models execute retime tasks such as face identification, object and forgoitem
detection, abnormal sound recognition, and facial emotion analysis. While drowsiness
detection and evenbased driver distraction detection are already developed and running on
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edge, they have not yet been connected to the LLM reasoningtagdask that is scheduled

for future integration. All other detections are fused through a shared memory layer, enabling
downstream reasoning modules and a large language model (LLM) functioning as a virtual
assistant. The LLM supports natural interaction via speedbxt and textto-speech modules,
offering contextaware alerts, feedback, and personalized communication. Camera and
microphone placement will be further analyzed in the following subsections, while the -event
based sensar being the newest addition to the systanwill have its optimal positioning
determined during the next demo. This architecture is fully edgployed to meet lowatency

and privacy requirements, while maintaining scalability for different cabin setups and use cases.

Shared Memory
IPC

Face Identification }—b
Side Camera Passenger Driver Distraction
[
- mera pa g IEEEEEEEEN
% Textto Speech >
Object Detection =, L
© TEXT
Emotion Recognition ~ —» 3 = IRIERSCIOH
@EEp | FrontCamera Wi 25
2
Drowsiness Detection ‘ ::ﬁ s
) DataStream 23
/ / SE
i =
FITIRROE] Abnormal Sound Event &
Detection 5 4 SPEECH
€ Speech to text ~ INTERACTION
Event-Based Driver Distraction
Event-Based Sensor Detection
Input Sensors Analytics Quput

Jetson AGX
ORIN

Figurel: Architecture of the ktabin monitoring system

2.1.1.Camera placement

Ly GKS OdaNNByYyG AYLI SYSyGuldAzy (62 LINAYFNE OFY
and behavior. The frontfacing driver camera, mounted on the dashboard or windshield, is

used to continuously assess the driver's head pose, gaze direction, eye openness, and facial
expressions This camera supports the face identification, facial emotion recognition,
drowsiness diection and object detection modules. Complementing this, a gal#ng camera,

typically mounted at the passengside corner of the windshield, provides an additional angle

on the driver's face and upper body the implementation showcased at EUCAD, a@&gree

camera was also installed, intended for use in future deployments, particularly in larger vehicles

such as buses. The inclusion of such a camera can further enhance monitoring coverage and
AYLINRGS G(GKS 2@SNI ff NP oOTefiguleSRgire22FigurdB,icigured)e a 1 SY Q
below illustrate the camera placement used in the two demonstration setups.
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-,

Figure2 Frontfacing camera EUCAD demo

2.1.2.Microphone placement

The current implementation includes two microphones, each serving a distinct function within
the system. The first microphone is dedicated to abnormal sound detection and is strategically
placed near the Jetson Orin hardware to ensure clear audio capture of environmental sounds
from within the vehicle cabiifFigure4). Its positioning allows for efficient retime processing

of potentially critical audio cuementioned in the Abnormal Sound Event detection module
The second microphone is used for interaction with the Virtual Assistant System (VAS). In the
showcased setup, this is the bdiilt microphone of a laptop, enabling basic voice interaction
capabilities between the user and the assistant.
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2.1.3.In-cabin doject detection

The objectdetection module continuously monitors the-gabin optical environment to detect
occupants and their personal itemgerson, phone, bag, laptapin real time within a vehicle

cabin, all while operating under a 15 W power envelope.-6iage YOLO detectors have been
shown to outperform twestage frameworks (e.g., FastetGRIN) on both latency and accuracy

when deployed on automotive edge hardwaldoreover, the YOLOV8 N KA (G SOG-dzNB Q&
free head and CSP backbone deliver higher mAP than YOLOV5 without increasing model size.
Accordingly, the COG@etrained YOLOv8 model was adopted and leveraged only INT8 post
training calibratiom avoiding any ordevice training while still supplying downstream
subsystems with safetgritical context.

Model Architecture

The detector core is Ultralytics YOL&I8an 11 Mparameter network that fits entirely in the
on-chip SRAM of modern embedded GPUse architecture of the model is presented in the
Figure5. We export the model from PyTorch to ONNX (FP32), then compile it into an INT8
TensorRT engine using ~500 representativeaipin frames for calibration. At inference, the
network outputs boundinghox coordinates, objectness scores, and class logits for the five
target categories.

Pre-processing

Each inference cycle begins with a 640 x 480 RGB frame, which is letterboxed to 640 x 640 (to
preserve aspect ratio), normalized to the [0, 1] range, and reshaped into a batch of size N with
dimensions 3 x 640 x 640 in FP32. A -veqgy CUDA pipeline then feeds this tensor directly

into the TensorRT engine bindings, eliminating redundant ddestice transfers and ensuring
minimal latency on Jetsedass hardware.

Deployment

The incabin objectdetection pipeline runs on the Jetson Orin AGX via ONNX Runtime with
CUDA support. Each 640 x 480 frames from the insiacthg camera are processed by the
ONNXformat YOLOwWR1, classifier which outputs class predictions and confidence scores in
real time. These detections are written to the shared memory fusion layer, where downstream
perception and reasoning modufesncluding those that leverage the onboard Lionsume
them to drive driveralert functionality. Additional features such as seatcupancy monitoring

and forgotterrobject detection will be integrated in the next stages of developmenpecially

https://docs.ultralytics.com/models/yolov8/
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in vehicles where these functions are particularly useful, such as bimsEgjure6, the object
detection results from the first demo are presented
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Figure6: Person and Cellphone Identification from the first demo

2.1.4.Facial recognition fot.Jl & a S dehiBidhEoR

The facial recognitionmodule allows for reatime detection and identification of previously
known individuals, and supports personalization, access control, and driver profile
management. Théacial recognitionmodule runs continuously and fully offline, on embedded
hardware, which enables privagyeserving identification that requires no internet connection,
and no cloud inference.

Method Overview

The identification module runs a twstage facebased identification pipeline that has been
optimized for reaitime performance on edge platforms

Page27of 133
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1 FaceDetection
The detection of faces is performed using a modified version of the sk Cascaded

Convolutional Neural Network (MTCNN) pipelihE[2], accelerated using CUDA and
tuned for incabin operation. The detection stage provides tight bounding boxes along
with facial landmarks, which are used to align and crop face im@gesigure?).

Figure7: Face detection and preprocessing using the modified MTCNN pipeline. From left to right: original image, detected face
with bounding box and facial landmarks, and cropped/aligned face used for embedding

1 Face Embedding and Matching
The cropped faces are resized to 160x160 pixels and passed to an-épidided

version of FaceNet (InceptieResNet vi[2], providing a 512limensional embedding
vector for each faceThis model uses pretrained weights from VGGFace2, which
provides diverse coverage of poses, ages, and lighting conditions, ensuring robust
embeddings for identification tasks (sEe&ure8).

Figure8: Example images from the pretraining datasets (VGGFace2) showing variations in pose, age, and illumination

Duringenrolment, the occupants are enrolled by creating prototype embeddings by averaging
multiple samples of a person in multiple poses and lighting conditions. During inference, the
incoming embeddings are compared to the stored prototypes using cosine similarity, and an
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identification decision is made if the similarity is greater than a calibrated threshold of 0.55,
which was selected to balance false leaves and false rejects

INPUT IMAGE

¥

L2

¥

EMBEDDING VECTOR

Figure9: Face embedding extraction and matching using FaceNet (IncdpéisNet v1). The cropped/aligned face (left) is
converted into a 51-2limensional embedding vector (middle) and compared to stored prototypes using cosine similarity to
produce an ide

Evaluation and Performance

The module went through evaluation in genuine deployment settings with-eprelled
occupants in different seated, postures, and ambient illuminations. The performance aspects,
after training, were

1 Recognition accuracy96.5% (across seated occupantgh varied poses)
1 False acceptance rate (FAR)2%

1 False rejection rate (FRRJ 4%

1 Inference latency < 50 ms per identity (Jetson Orin, CUfxgelerated)

1 Throughput up to 10 identity checks per second

The system also performs well with head tilt, partial occlusion (e.g., eyeglasses, facemasks), and
illuminated from the side. The cosine similarities from recommendation works well on a well
separated embedding space and the rapid matching allows extensibility to new users and little
re-training.

Deployment and Integration

The deployment is fully wrapped on the NVIDIA Jetson Orin AGX platform built with ONNX
Runtime. All computations happen on the edge with no facial images or embeddings being
transmitted anywhereEnrolmentas well as the creation of prototypes is also via a secure local
interface

Output identity tags are:

1 Published to theshared fusion layer
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T Used to facilitate personalized ircabin experienceqe.g., music preferences, seat
configuration)

1 Loggedwith permission for occupancy analysis and session continuity

The system is designed for ptagd-play extensibility. New users can be enrolled by capturing a
short sequence of faces and generating a profile and does not require retraining of the base
FaceNet model.

2.1.5.Facial Emotion Recognition

The facial emotion recognition module allows thedabin system to detect the emotional state

of occupants in redime. Recognizing emotions, such as happy, sad, or angry, is possible, and
the in-cabin system can use this knowledge to provide further context to the virtual assistant or
vehicle control layer helping the system adapt accordingly. Furthermore, the module supports
inclusivity and personalization for treutonomous vehicleAV), by raising user awareness for
their wellbeing in thevehiclesenvironment

Dataset andmodel Selection

Moreover, the emotion recognition module and model are based on the ResEmoteNet
architecture[3], a convolutional neural network designed for general and robust expression
classification in norconstrained environmentéseeFigurel0). The model has been pteained

on the AffectNet7 [4] dataset which includes over one million labeled facial images categorized
into seven universamotion classeshappy, surprise, sad, anger, disgust, fear, and neufifa
model has been prerained on the AffectNe¥ dataset, which includes over one million labeled
facial images categorized into seven universal emotion claseg®py, surprise, sad, anger,
disgust, fear, and neutrgseeFigurell).

Additionally, there was concern over proper testing and realization within theainn
environment and to avoid overfitting any emotion or facial datasets not recorded within a
vehicle environment, testing of the model was completed based on cabin footage collected
during integration tests on the system, with no fituening completed
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Figurel0: Overall architecture of the ResEmoteNet model
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Figurell: Example emotioitabeled faces from the AffectN@tdataset (seven universal classes).
Methodology

The ResEmoteNet model includes:

1 Several 3 x 3 convolutional layers featuring squemzexcitation (SE) gating for
channelwise attention

1 Residuakconnectiong5] for support stable gradient propagation
1 Adaptive poolingfor variable sized images
1 A finalsoftmax classifieover the Zclass output space

The faceegionsare detected via the MTCNN pipelireeopped to a resolution of 160 x 160,

then normalized, and passed through the ResEmoteNet maglplesented in th&igurel2.

The faceregionsare detected via the MTCNRKropped to a resolution of 160 x 160, then
normalized, and passed through the ResEmoteNet model. The predicted emotion probabilities
were straightforwardly smoothed using a temporal majonityte method, across a-2econd

sliding window, to eliminate flickering predictians
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ResEmoteNet |:(>| Emotion Prediction

Figurel2: Facial Emotion Prediction Pipeline.

Evaluation and Performance

The ResEmoteNet model was evaluated on the AffeciNealidation split, and obtained the
following performance

1 Topl accuracy72.9%

1 Balanced F1 scor®.71

1 Inference latency ~30 ms per frame (ONNX Runtime, Jetson Orin AGX)
T Memory footprint: < 150 MB (quantized FP16)

In practice, the model was able to work robustly in varying lighting conditions and head poses,
especially when the sidiacing camera input was included.

Deployment and Integration

The facial emotion recognition module is deployed as an ONNX model containerized via Docker
and executed on the Jetson Orin AGX platform. It publishes emotion scores per detected face to
the central fusion layer, which in turn makes these signals available to downstream
components such as:

T Thevirtual assistan{Section2.1.6), enabling contexaware interaction
1 Thedriver behavior monitang, which can correlate emotion with distraction

1 Therisk detection systemsupporting escalation strategies (e.g. repeated sadness or
fear triggers notifications)

This module is designed to be fully privgmgserving: all processing is done locally, no face
images are stored, and all outputs are anonymized confidence scores.

2.1.6.Driver Distraction Detection

The driver distraction detection module allows for monitoring upper body and hand
movements over a lengthy period in order to find behav®that would ascertain that the
driver is not driving safely. This module is capable of processing and delivering results in real
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time by utilizing a sidenounted camera and an embedded inference pipeline, which is part of
the driver behaviar analysis framework

Dataset Description

To train the distraction detection model, a customdabin dataset was created. This dataset
was generated using a combination of frefating and mieto-side view cameras, capturing
synchronized multview video data in reaime. The midto-side view cameras introduced
subtle angular variations to enhance the model's ability to generalize across different viewing
angles.

The dataset consists of 653 annotated video clips, each lasting 3 seconds (72 ,frames)
detailed in Tablel. These clips were captured under diverse lighting conditions and involved
multiple subjects. Each video clip was annotated according to six distinct behavior classes:
normal driving, texting, phone calls, drinking, smoking, and reaching (e.g., toward the
dashboard or side compartments).

To ensure dataset variability, camera angles, occupant clothing, object appearances, and
seating positions were deliberately diversified. Additionally, every frame within each video clip
was annotated to support precise cligvel supervision during trainingrRepresentative frames

for three behavior classes and multiple individuals are showfigarel3.

Tablel: Distribution of annotated behaviour classes in the custeoabin distraction dataset.

Behavior Class Number ofVideos\ Percentage (%) Duration (mm:ss)

Drinking 103 15.77% 05:09

Safe Driving 124 18.99% 06:12

Smoking 62 9.49% 03:06

Talking on Phone 104 15.93% 05:12

Talking to Passenge 129 19.75% 06:27

Texting on Phone 131 20.06% 06:33
Total Duration 32 minutes and 39 seconds
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Drinking Texting on Phone Safe Driving
o

Figurel3: Example frames from the customdabin distraction dataset. Each column shoviehavioubehaviourclass
(Drinking, Texting, Safe Driving) and each row shows a different individual performirglizaioubehaviour

Methodology

The distraction detection model is seeded on top of MoVilNB8t a lightweight spatiotemporal
model for video optimized for edge inference, an optimal use of computer vision at the edge
(seeFigureld). The model was designed to take in sequences of RGB frames and learn features
based on motion content in the video to provide decisioaking information across similar
upper-body gestures temporally

Notablemodel features:
1 Temporal convolutional layers to encode motion

1 Depthwise separable convolutions for reduced comguians
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T Partial finetuning on the last layers of training the dataset for training purposes only
T Input resolution: 224x224 RGB
T Sequence length: 72 frames (3 seconds)

Data augmentations: random cropping, brightness, frame jitter, and horizontal flipping to help
with generalization

] Multi-Clip Ewval Streaming Eval
,_ﬁ‘ _____ ii #‘ 5‘_. I‘ -2 Strefarn
H L r_ﬁ_' L Bufter
:___,_._-:::-‘:r ‘
; = ﬂ | i t. W' ?ﬂ ? b
b Padding

Figurel4: MoviNet Architecture

Training

Splitting the dataset into training and testing subsets was accomplished through an 8020 per
class random shuffle. This reproducible process guarantees balanced class representation in
both subsets and protects against data "leakage" for consistent and reliable evaluations. The
model was trained using TensorFlow and exported to ONNX format for deployment.

Training configuration:
T Optimizer: Adam
1 Learning rate0.0002
1 Batch size: 8
1 Epochs20
1 Loss: Categorical cresstropy
1 Hardware: NVIDIRTX 409GPU (training), Jetson Orin AGX (inference)

In Figure 15, the training validation performance was stable around epoch 12 with the early
stopping and learning rate reduction used to counter overfitting, and the best model was
exported to TensorRT (the optimal format for embeddakgbloyment).
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Figurel5: Training and deployment configuration for the distraction detection model.
Experimental Results
The model wasestedon a heldout test set with the following metrics:

1 Cliplevel classification accuracy9%

1 Average Fiscore (macro)0.88

1 Perclass F1 rangescore ranged +5% from the mean

1 Inference latency < 100 ms per video clip (on Jetson Orin AGX)
T Memory footprint: < 300 MB (FP16)

Confusion Matrix (Epoch 12)
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The model exhibited high temporal stability and correctly differentiated visually similar
behaviairs, such as "reaching" vs. "drinking", especially with the combination of inputs from
front and side camera views. Confusion was lowest for-mgtion behaviars (such as phone
use), and highest for overlapping gestures (such as reachiragljsting)as demonstrated in
Figurel6 and Table2.

Table2: Perclass performance metrics of the distraction detection model on the test set.

Class Precision  Recall F1 Score Accuracy correct
/ Total
Drinking 1.00 1.00 1.00 1.00 20/ 20
Safe_driving 0.89 0.96 0.92 0.96 24 | 25
Smoking 1.00 1.00 1.00 1.00 11/11
Talking_on_Phone 1.00 1.00 1.00 1.00 20/ 20
Talking_to_passenge 0.96 0.88 0.92 0.88 23/ 26
Texting_on_phone 1.00 1.00 1.00 1.00 26/ 26

Deployment and Integration

The whole distraction detection module is run solely on the Jetson Orin AGX and was
containerized to allow module integration; it takes a live feed from the -fadeng driver
camera, andutputs class probabilities every 3 seconds

The predictions of behaviw from this module witl
1 Be brwarded to therisk evaluation layer
1 Beused in reatime by the virtual assistant (e.g., distraction warrjing
1 Belogged foma sessioAevel behavior monitoring

This module can run offline, has low power consumption, supports configuration with YAML for
class definitions and threshold levels

2.1.7.EventBasedDriver Distraction Detection

In addition to RGB cameras, the Driver Distraction Detection task is addressed wsitg e
based sensors and Spiking Neural Networks (SNENghtbased cameras capture changes in
light intensity rather than full image frames, effectively suppressing static backgrounds and
emphasizing motion, an advantage for accurately classifying driver activities. Furthermore,
SNNs represent a new generation of neural networks that are biologically inspired, highly
energyefficient, and wehsuited to processing evefitased data.
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DatasetPre-processing

Due to the limited availability of event dateechniques that can convert RBG images to event
based representations for SNN input are evaluafHuedataset described i@ are converted to

spike trains using the randoooding approach, first presented [i]. Using this methoda fixed

value TSyeferred to as the spike emission duration or number of timesteps per image, is
defined. For each pixel in a normalized RGB image (values scaled to the [0,1] range), a spike is
emitted at a given timestep if the pixel value exceeds a randomly sampled number from a
uniform distribution over [0,1L Consequently, brighter pixels (e.g., with intensity 0.9) have a
higherprobability of firing approximately 90% across the TS timesteps, while darker pixels spike

From each vide¢Tablel), a total of 75 frames were sampled from the middle part. Each frame
was then converted to grayscale and resized to a resolution of 128x128 pixels. The final
preprocessing step involved converting the frames into spike trains using a total of TS = 110
timesteps. Figure 17 lllustrates anRGB frame from the Driver Distraction Detection dataset
converted into an evenbased formatusingthe described methodMoving forward, event

based sensors will be employed to capture driver distraction datasets, enabling more efficient
data representation and further enhancing the performance of SNN moErgjarel8 provides

an example of distractegpersonusinghis phone, captured with the Prophesee ewatsed
sensor.

Sampled Frame

Figurel7: An RGB frame from the Driver Distraction Detection dataset (left) converted into arbegedtrepresentation using
spike encoding (right)
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Figurel8: Driver distracted by phone, captured with a Prophesee dvasetd sensor

Methodology

This section presents the architecture of the 3D Spiking Convolutional Neural Network (SCNN).
The core building block of the model is the 3D Spiking Block, which comprises a Convolutional
layer, a Spiking layer, and a Max Pooling layer.

1 Spiking Neuron Model

The Leaky Integratand-Fire (LIF) neuron is a fundamental, biologically inspired model
commonly used in Spiking Neural Networks (SNNs). It mimidsei@viourof real neurons by
integrating incoming signals over time, gradually leaking some of the accumulated potential,
and firing a spike once a predefined threshold is exceeded. The membrane potential at time
step t, denoted as U][t], evolves according to the following dynamics:

Yo 1T p O 0®O Eq.1
wheref  'Q 7 is the membrane decay rate, W is a learnable weight and X[t] represents the
input to the neuron.

A spike is emitted when U[t] exceeds the threshddd . Following the spike, the membrane
potential is reset. In our implementation, we use a subtractive reset mechanism. The spiking
dynamics are thus defined as:

Yo T p w®dO Yo pY Eq.2
Yo OYo Y Eq.3
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where"Yo N 1ip denotes the spike output at O O denotes the Heaviside step function
which is defined a® ®w pforw mandOw Tmforw p. In our experiments, we
initialize 'Q @oc.9 but treat it as a learnable parameter (for all spiking layers except the final
one), while’y s fixed to 1.

1 3D Convolutional Spiking Block

The proposed 3D SCNN architecture is designed to capture the spatiotemporal dynamics of
eventbased video data. In 3D convolutional layers, the kernel operates across three
dimensions, namely height, width, and temporal depth, enabling the model to learn motion
patterns over time alongside spatial featurdsigure 19 illustrates the architecture of the
model, which consists of 2 3D convolutional layers, followed each by a spiking neuron and a
max pooling layer. Both 3D convolutional layers are configured with a kernel §x8x#and a

stride of 1 in all dimensions. A fully connected layer followed by a spiking output neuron
produces the final class prediction.

3D
Spiking
Block 1

e

3D
Spiking
Block 2

& il
1 x 1 x 3072000

convolutional

spiking

(-
ﬁ max pooling
-

"] fully connected

75 x X 64 x 2

75x128 x 128 x 1

softmax

Figurel9: Overview of the proposed 3D CSNN architecture

Training

All models were implemented on PyTorch and trained on a NVIDIA GeForce RTX 3080 Ti GPU
with 12 GB memory. Training was carried out for a maximum of 100 epochs, with an early
stopping mechanism applied to stop training if no improvement in validation loss was observed.
Lastly, we utilized the Adam optimizer witlpart .
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Experimental Results

Using a helebut evaluation set, we experimented with different neural network configurations,
focusing on optimizing both the architecture and hyperparameters. The first experiment
concerns selecting the optimal loss function, specifically comparing three commonly used loss
functions for spiking neural networks: Spike Count loss, Max Membrane loss, and Spike Rate
loss.

The architecture ofFigure19 was trained using each loss function and then tested on the
evaluation setTable3 contains the accuracy, the macro and weighted average F1 scores when
using each loss function. Among the evaluated options, Max Membrane loss consistently
outperformed the other loss functions across all metrics, achieving the highest accuracy (0.78),
macroaverage F1 (0.77), and weightaderage F1 (0.78). In contrast, Spike Rate loss yielded
the weakest results, indicating its limited effectiveness for this task.

Table3: Evaluation results for different loss functions

Loss Function Accuracy Macro RN
Average F1 Average F1
Spike Count loss 0.55 0.48 0.52
Max Membrane loss 0.78 0.77 0.78
Spike Rate 0.31 0.17 0.21

Next, the impact of architectural components of the model on performance was evaluated.
More specifically, based on the architectureFogure19 which contains 2 convolutional layers
and 3 spiking layers, configurations with different number of convolutional and spiking layers
were trained and evaluated on the testing set. All models use the Max Membrane
loss. contains the evaluation results for 4 different architectures.

Table4: Evaluation results for different number of layers

Architectur Accur Macro Weighted
CHIEECILTE ceuracy Average F1 Average F1
3 Convolutional + 3 Spikin 0.82 0.81 0.82
3 Convolutional + 4 Spikin 0.81 0.79 0.81
3 Convolutional + 5 Spikin 0.61 0.56 0.59
4 Convolutional + 5 Spikin 0.63 0.56 0.61

The results indicate that architectures with 3 convolutional layers and 3 to 4 spiking layers yield
the best performance, achieving accuracies above 0.80. Increasing the number of spiking layers
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beyond 4 or adding an additional convolutional layer led to a notable decline in performance
across all metrics.

In conclusion, the best performing model utilizes the Max Membrane loss function, 3
convolutional and 3 spiking layers, achieving an accuracy ofFdg%se20 shows the confusion
matrix for the model's predictions on the test dataset. While the performance is promising,
there is still room for improvemenparticularly through further adapting of the architecture to
better suit the dataset and taskJost importantly,since SNNs are inherently better suited for
eventbased data, developing a dedicated ewbatsed driver distraction detection dataset is an
important next step.

Confusion Matrix 5

Drinking 1 1 0 0
20
Safe_driving - 0 0 1 6
- Smoking - 2 0 9 0 0 0 15
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Figure20: Confusion matrix for the model's predictions on the test dataset

2.1.8.Drowsiness Detection

Thismoduleproposes aeaktime driver drowsiness detection system thaggtectssymptoms of
exhaustion using basic biometric rules, the Eye Aspect Ratio (EAR) and the Mouth Aspect Ratio
(MAR) camera input, and a combined pteained ONNX model for facial landmark detection.
When drowsiness is detected, the system communicates with a virtual assistant to issue
auditory alerts, helping drivers/users to prevent fatigigdated accidents.
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Architecture

Two essential components are merged in the solution's combined ONNX model. The face
detection model used in this module is InsightFace's SCRFD_10G-dfPBe landmark
detection, the 2D106Det model was integrated.

PyTorch is used to wrap these up with specific preprocessing and postprocessing processes
before they are exported to ONNX for expedited processinghe pre processing stage, the
image is resized and padded to 1920x1920 pixels, converted from BGR to RGB and transposed
from HWC to CHW formatAfterward, in the post processing phase, Ndaximum
Suppression is applied to face results, the detected faces are normalized and aligned via
transformations and then cropped to 192x192 for landmark input. Finally, an inverse
transformation recovers landmarks in the original frame.

Drowsiness Detection Methods

When the facial landmarks are detected, the key facial regions (eyes and mouth) are extracted
to compute:

1 EAR: Indicates eye openness. Low EAR means eye closure anrdlegpro

1 MAR: Measures mouth openness. Here, high MAR means yawning in combination with
low EAR.

The technique also employs a rolling average over the previous 30 frames for both EAR and
MAR values to increase stability and reduce noise. These rolling averages are compared to
predetermined thresholds. Based on this comparison, the system classifies the driver into one
of two states:Awakeor Drowsy as it is shwn in Figure21. If the EAR falls below the threshold,

or if both the EAR and MAR reach critical levels, the driver is flaggetbasy and an alert is
issued.

Figure2lY . Ayl NB Of I aaAFAOFIGA2Y 2F RNAGSNDA RNRgai
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Deployment

The drowsiness detectiomodule operates entirely on the Jetson Orin AGX, leveraging ONNX
Runtime with CUDA acceleration for rémhe performance.Video input from a USB RGB
camera is processed by a combined ONNX meaael then as shown irFigure 22, the
drowsiness state of the driver/user is obtained. In case theme dsowsines®vent, alerts are
published to a shared memory fusion layer and sent to an embedale language model
(LLM)(quantized LLaMA@@B). The LLM then issues voice prompts to warn the driver and
suggest corrective actions in real time.

Video Input

Onnx Facial Imk Detector

Face Detection
-

-
Pre-P  ——— -
L O J

Face Landmark
Detection

TR,
"

un
(225

Post-Processing

D Detection

Eye Aspect Ratio (EAR)
Mouth Aspect Ratio (MAR)
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2.1.9.Abnormal Sound Event Detection

The abnormal sound event detection module continuously monitors thealin acoustic
environment to detect and classify auditory events that may signal distress, distraction, or
safety-critical conditions.

Dataset Description

The training dataset includes eight classes of semantically relevargbin acoustic events:
Baby cry, Noise, Scream, Siren, Snoring, Speech, Traffic noise, and Vehicl&@hkesen
categories were selected to capture a range of situations that may affect driving performance
including cognitive distractions, indicators of driver fatigue and external hazards requiring
prompt attention as highlighted inhe Driver Distraction Detection study (A safetyented
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framework for sound event detection in driving scenarioRble5 summarises the dataset
composition, data sources, sampling specifications and total duration of each Skastal
indicativewaveformsamplesof a scream ané vehicle hornrecordingare illustrated in Figure

23 andFigure24 respectivey. The dataset was compiled from a diverse mix of publicly available
sources, including environmental recordings, usebmitted content, speech corpora and
multimedia collections. In total, the dataset comprises 3 hours and 20 minutes of labelled
FdZRA2® ¢KAA RAGSNEAGE Ay 2NRAIAYZI F2NX¥IGZ FyR
and supports generalization to reaforld in-cabin scenarios.

Table5: Summary of the acoustic event dataset used for training, including class names, source datasets, sampling

characteristics and total duration per class.

Dataset Description  Sampling Rate Total Duration
Baby Cry Donatea-Cry? Usersubmitted 8 kHz 25.56
infant sounds
Noise MIVIA[7] Multi-SNR noise 32 kHz 25.08
samples
Scream Deeply Expressive 16- 32 kHz 25.22
Nonverbat & vocalizations
Nonspeech8]
Siren Emergency | YouTube/Googl€ 44.1 kHz 25.12
Sirens emergency
vehicle sounds
Snoring Snoring Dataset Compiled online| 44.1-48 kHz 25.00
[9] snoring clips
Speech LibriSpeeciil0] Audiobook 16 kHz 25.05
speech from
LibriVox
Traffic Noise Background Environmental 16 kHz 25.09
Noise Dataset samples from
Kaggle
Vehicle Horn UrbanSound8k | Freesound & 16-96 kHz 26.33
[11] & HornBase controlled
[12] recordings
Total Duration 3 hours and 22 minutes

https://github.com/gveres/donateacry-corpus

https://github.com/deeplyinc/Nonverbal-Vocalization-Dataset

https://www.kaggle.com/datasets/vishnu0399/emergency-vehicle-siren-sounds

https://lwww.kaggle.com/datasets/moazabdeljalil/back-ground-noise
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All audio clips were standardized to 16 kHz mono WAV format and normalized to ensure
consistent amplitude scaling. Silent or l@nergy segments were excluded using a threshold
based filter. Each clip was padded or trimmed to exactly 5 sexond

Scream

Amplitude

0.0 0.2 0.4 0.6 0.8 10 12 14 16
Time (s)

Figure23Y 2 | @gST2N¥ al YL S 2F Q{ ONBIYQ Ofl aa

Vehicle Horn

Amplitude
°
8

Time (s)
Figure2dY 2 I @STF2NX al YLIE S FT2NJ QxSKAOES 1 2NyQ Ofl a

Methodology

The system adopts a twstage architecture based on transfer learning. In the first stage,
pretrained audio embeddings arextracted using YAMNet, a convolutional neural network
trained on the largescale AudioSealataset[13]. This model converts raw waveforms into 1024
dimensional embeddings that encode hitvel senantic representations of the acoustic input.

By leveraging YAMNet as a fixed feature extractor, the system benefits from robust, general
purpose audio understanding without the need to train from scratch. In the second stage, a
custom multilayer perceptron classifier (MLP) is trained on top of these frozen embeddings to
perform taskspecific classification across the eight selected sound categories. The architecture
of the classifier, is illustrateith Figure25.

Training

The dataset was split into 70% training, 20% validation, and 10% testing using stratified
sampling to maintain class balance. Training was conducted for up to 200 epochs using the
Adam optimizer (learning rate = 0.001) and sparse categorical-erdsspy loss. To prevent
overfitting and ensure stable convergence, early stopping was applied with a patience of 15
epochs, while learning rate reduction on plateau was triggered with a factor of 0.1 and patience
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of 10 epochs. Training employed a batch size of 32 with prefetching enabled for efficient data
loading. Training and validation accuracy and loss curves are illustratéidure26 showing
stable convergence around epoch 50 and consistently high generalization performance on the
validation set.

Dense (1024) Dense (512} Dense (256) Dense (128)
1024-D RelU RelU RelU RelU Output Layer
Embedding BatchNorm ] BatchNorm ] BatchNorm BatchNorm Softmax (8 classes)
Dropout {0.5) Dropout (0.4) Dropout (0.3) Dropout (0.2)

Figure25: Architecture of the abnormal sound event detection model

Hpdel koutacy e Less

a (k)

Figure26: Training and validation (a) accuracy and (b) loss curves over epochs for the abnormal sound event detection model.

Experimental Results

The model was evaluated on a haldt test set comprising 522 audio samples evenly
distributed across the eight target classes. It achieved a macro average accui®y ovith

strong performance across all metrickable 6 presents the detailed classification report,
including precision, recall, and F1 scores per class. Most categories exhibited F1 scores above
0.90, indicating consistent and reliable performance.

The macreaveraged F1 score reached 0.94, confirming the model's ability to generalize well
across diverse sound types. Minor performance drops, such as in the Scream class (F1 = 0.87),
are attributable to higher intralass variability and potential overlap with Speech or Noise
samples. Figure 27 demonstrates the confusion matrix, visualising the distribution of
predictions across all eight classes. The diagonal dominance indicates high agreement between
predicted and true labels, while misclassifications are sparse and largely limited to acoustically
similar classes.
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Table6: Classification report for the abnormal sound event detection model on the test set.

Class Precision Recall F1-Score Support
Baby Cry 1.00 0.86 0.93 22
Noise 1.00 0.88 0.94 51
Scream 0.97 0.79 0.87 48
Siren 0.94 1.00 0.97 51
Snoring 0.97 0.99 0.98 151
Speech 0.94 0.98 0.96 51
Traffic Noise 0.84 1.00 0.91 51
Vehicle Horn 0.92 0.92 0.92 97
Macro avg 0.95 0.93 0.94 522
Weighted avg 0.95 0.94 0.94 522

Figure27: Confusion matrix for the abnormal sound event detection model.

Deployment

The abnormal sound event detection module runs entirely on the Jetson Orin AGX using ONNX
Runtime with CUDA acceleration. Audio is captured via the ReSpeaker Mic Array V2.0,

processed by the pretrained YAMNetodel for embedding extraction, and classified by a

lightweight MLP classifier. The model outputs the predicted class and confidence score in real

https://github.com/tensorflow/models/tree/master/research/audioset/Y AMNet
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time, publishing them to the shared memory fusion layer. These outputs are also forwarded to
the embedded LLM (quantized LLaMAGBB), enabling contexdware reasoning and adaptive
interaction. For instance, when such events are detected, the LLM can issue appropriate
commands to notify the driver and assist in handling the situation.

2.1.10. Virtual assistant for occupant interaction

A contextaware Virtual Assistant has been developed to enable-trewd, naturalistic
interaction between occupants anithe vehicle The virtual assistargnhancesdriver comfort

and safety by providing behawild f FSSRol O1 NBtFGSR (2 GKS
behaviaur, intuition or emotional changes, and environmental sounds or alerts (car horns etc.).
The rapid processing of these signals allows the assistant to provide adaptable behaviour with
responses relevant to context and superior to fuefined responses that characterize
traditional computer assisted driving.

The virtual assistant relies on a LLM that conforms to the Meta architecture of |-Bs8BA
Instruct[14]. The development of the virtual assistant also involved the optimization of the LLM
to operate on edge devices (NVIDIA Jetson platform) with int4 quantization using N&noLLM
and compiled with TVM via ME@rmalism.This allowed a significant reduction in operational
memory requirements and processing while maintaining high quality processing language
comprehension and productiohe system consists of two components to support spoken
interaction:

w Speecho-text (STT) is done using NVIDIA RWMaffering low latency and accurate
transcription using GPU accelerated pipelines.

w Textto-speech (TTS) is done using Pihea lightweight neural TTS system suitable for
embedded platforms, providing natural and expressive voice generation.

The underlying services are all containerized (using Docker) to ensure modularity, scalability,
and reproducibility across various environments. The Assistant is managed through a Python
web Ul to coordinate the audio I/O, response generation, and management of contextual
states.

https://dusty-nv.github.io/NanoLLM/

https://llm.mlc.ai/
https://developer.nvidia.com/riva
https://github.com/rhasspy/piper
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Multimodal Input & ContextAware Behaviour

The Virtual Assistant currently receives input exclusively from three key perception modules:
Facial Emotion Recognition (Secti@rl.4), Driver Distraction Detection (Sectiéhl.5, and
Abnormal Sound Event Detection (Secti@rl.6. These modules operate independently,
providing higift S@St aSYlIyGAO Ayaaakdada NBIFNRAy3I GKS
and relevant auditory events within the cabin. In addition, the assistant uses a dedicated
microphone solely for speedbased user interaction and does not directly process other
continuous sensor inputs.

Each contributing module performs its own noisust analysis and forwardse-processed
output to the assistant. To improve reliability, decisions are smoothed using majority voting
across a temporal window, minimizing false positives or overreaction to brief, transient signals.
Once a significant event or change is detectaach as a shift in emotional state, distraction
behaviaur, or alarming sounda concise contextual summary is generated and provided as a
prompt to the embedded language model.

¢CKS lFaairadlyidQa NBaLRyaSa-avakBandr@inidltzoisrupd (2 0
aimed at enhancing driver situational awareness without introducing distraction. Additional
modules described in Sectidhl (e.g., drowsiness detection, passenger identification, object
detection) are planned for integration in future development stages to further enhance the
assistant's situational understanding and interaction capabilities

Model Optimization with NanoLLM and TVM

Deploying large models on edge devices is extremely challenging because the devices have very
limited computational and memory resources. To overcome these limitations, Narfokas/
adopted a framework for efficiently running transformer models on a diverse range of
hardware. Using M®%Gind TVMLLaMAJ14] modelwas convertednto an optimized runtime

format with int4 quantization resulting in substantiglecreases resource utilization while
maintaining response qualityVith these resources optimizations, the assistant can run fully
offline, thereby enabling lowlatency inference and improved reliability in embedded spaces
such as automotive platforms. The modularity of the NanoLLM framework also allows support
to quickly transition to other haravare platforms as needed.

RealTime Speech Recognition with NVIDIA Riva

The system's ASR (Automatic speech recognition) engine is NVIDIRRiich operates in a
hosted service environment. Riva has the advantage of providing fastraGfelérated
transcription with very high accuracy under noisycar conditions. Riva has the ability to
operate via gRPRBased streaming which supports continuous speech capture and
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transcription. The entire process executes locally in a Dockerized container on Jetson, and with
this architecture, it required no remote background processing. It also melded seamlessly with
the requirements of DGI and edge deployment for rapid response with no internet access in a
vehicle.

Natural Textto-Speech using Piper

With Pipet! incorporating natural text to speech functionality for responding audibly became
feasible. Modern neural TTS engines designed for edge performance, like Piper, fully phoneme
text-to-speech systems utilizing compact and optimized voice models to synthesize speech. The
selected voice had been precompiled which reduces the need to dynamically compile voices
during playback resulting in fast synthesis.

The TTS pipeline is tightly integrated with the assistant's main logic, so that responses are
vocalized instantly, preserving the sense of #ake conversation. Importantly, Piper is
designed to run fully offline, avoiding cloud dependency and making itsugéd for the
automotive domain, where latency and reliability are critical.

2.2. Cooperativesaliencybasedpothole detection and ARendering
solutions

This task focuses on enhancing road safety, driver awareness, and oveabinnexperience

by integrating cooperative perception and intuitive visualization mechanisms. The system under
development leverages a salierbgsed approach for detecting negative road anomalies (e.qg.,
L2GK2fSao FyR SyLiz2ea !'daAYSYiSR wSFfAGE 6! wo
field of view. Emphasis is placed on reale responsiveness, resource efficiency, human
interpretability, and cooperative communication within connected vehicle networks.

Application Context and Benefits
The solution contributes in two key directions:

1 Enhanced Safety and User Experien8y delivering timely and intuitive AR cues about
hazardous road conditions, the system improves situational awareness and supports
proactive driving behavior. It facilitates safer humahicle interaction within XR
enabled automotive ecosystems and is further reinforced through immersive training
simulations.

1 HumanCentered Automotive Innovation The system integrates structured user
feedback to refine the HumaNachine Interfaces (HMIs), ensuring that -B&sed
Advanced Driver Assistance Systems (ADAS) align withwoddl expectations and
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ergonomic needs. This inclusive design approach targets improved trust, comfort, and
adoption across diverse user groups.

2.2.1.Saliencybasedpotentially hazardous obstactietection

At the core of the system lies a salierayare detection framework that processes 3D LIiDAR
point clouds to identify road surface anomalies. Each point is assigned a saliency score derived
from its local geometric and spectral properties, highlighting deviations from typical road
topology. Highksaliency regions often correspond to sharp geometric discontinaitiedicative

of potholes or bumps.

A L oA N LA

5SGSOGSR LRGIK2tSa IINB OflaairATASR Ayid2 dacCl NEé
thresholds relative to the ego vehicle. A rddased filtering mechanism considers vehicle

speed, obstacle severity (e.g., estimated volume), and proximity to prioritize information. This
ensures that only the most critical cues are surfaced to the driveinimizing distraction and
preserving cognitive loadA colourcoded system indicates the severity of the detected
potholes.

Visualization Enhancements Include

A Acolor-coded severity scalée.g., Green = minor, Orange = moderate, Red = se(féim)re
28).

A Dynamicsize and elevatioradjustments of rendered pothole markers based on proximity
and depth.

A Selective renderindogic to omit minor imperfections at high speeds or when not relevant
to trajectory.

A This adaptive interface is critical to preventing tunnel vision or visual overloacbgnized
risks in ARHUD designs
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Figure28: Overlay visualization of the pothole with differealoursbased on their severity. Different severity prioritization of
potholes based on their size and volume.

2.2.2.Augmented Realityendering &early hazardawareness

Upon detection, the AR module activates to project the pothole's location and severity directly
onto the windshield interface. When the vehicle is within ardéter radius, a sertransparent
overlay appears above the pothole along with a floating warning i€ba.rendering system is:

1 Non-intrusive: Graphics are conformal and preserve scene continuity.
1 Scalable Supports visualization of multiple hazards in +iale.
1 Contextsensitive Tailored to driver behavior, road topology, and vehicle trajectory.

This approach enhances early awareness and affords drivers sufficient time to adapt speed or
path, without diverting attention from the road.
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2.2.3.Cooperativanformation sharing

To further support situational awareness beyond a single vehicle's perception capabilities, a
cooperative communication layehasbeenintegrated into the system. Detected pothole data

is shared with other connected vehicles and roadside infrastructure, enabling a shared
understanding of the driving environment across a network of vehicles. This cooperative
approach enhancesystem redundancy and robustnesmd is crucial for forming eollective
environmental modelthat can support more informed autonomous decisioraking.

2.2.4. Technical Advancements ahdplementation

The visualization of the potholes in the application is completed in two main phases: the
creation phase and the visualization phase.

In the creation phase, a 3D mesh of the road with the pothole is constructed using Blender, an
opensource 3D modelling applicatioAfter creating the pothole mesh, the road is imported in
the Unreal Engine 5, where the application is developed.

Once the mesh is imported, we move into the visualization phase. It is assumed that the
scanning and detection process have already been completed by another car with the needed
sensors. Knowing the location and the shape of the hole have been recorded, this information
is used to display a transparent marker in the position of the hole along with a warning sign
above it, both of which are only visible in the windscreen display and are not rendered on the
rest of the scene.

When the driver's car enters the detection range (default value is 40m), both the sign and the
transparent marker become visible in the windscreen display of the car to alert the driver.
Additional important detail is that the transform (location specifically on the z axis, rotation and
scale) of the warning sign changes dynamically depending on the distance from the obstacle to
ensure that it remains clearly visible to the driver.

2.2.5.Visual Material
The presentation includes visual demonstrations of:
1 Pothole visualization from egwehicle perspectivdEgo 1).

1 Early warning scenari¢ego 2), where ABnhanced overlays guide the driver with clear,
in-situ road hazard cug§&igure29).

1 Recognition phase showing dynamic detection statéBetected, Turn, Close, Far)
(Figure30).
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Image from the camera of the vehicle (ego 1). ‘ Pothole visualization (ego 1).

Pothole recognmon (ego 1). Pothole early awareness (ego 2).

Figure29: Pothole recognition and visualization for early awareness.

f8'AanAan'An,
iR ERER AN
LR I'lll | £ BV

Figure30: Visualization of pothole recognition in different distances.

2.2.6.Next Steps

Ongoing efforts are focused on further optimizing the detection latency, enriching the
visualization interface with additional cues (e.g., bump severity levels), and integrating the
system into fulstack CAV simulators. Future iterations will also incorporate feedback from
humancentered evaluations to ensure ergonomic compliance and maximize driver acceptance.
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2.3. In-vehicle air quality and thermal comfort analysis

Ensuring a comfortable, healthy, and safevehicle environment for passengers relies heavily

on the realtime monitoring, reporting, and analysis of air quality and thermal comfort
conditions. The analysis of this data provides valuable insights into tbabin environment,
facilitates the detection of abnormal conditions, and supports the initiation of corrective
actions. These actions can be carried out by the driver or passengers, such as adjusting the
operational settings of the air conditioning system to improve temperature conditions or
opening windows to enhance ventilation. Furthermore, the development of spatiotemporal in
vehicle models enables detailed analysis of environmental conditions under various testing
scenarios, contributing to the advancement of predictive and diagnostic capabilities aimed at
preventing uncomfortable or unhealthy situations.

2.3.1.SmartSnsorsDeployment

Sensorglroperties

Two different types of sensors will be used éoralyzingn-vehicleenvironmentalconditions; a)
advancedstationarysmart sensordixed in designated cabin locatioasd b) sensorgtegrated

into mobile devices such as smartphon&oth sensor types areapable of measuring a variety

of environmental parameters, including temperature, relative humidity, volatile organic
compounds (VOCs), and particulate matter (PM), such as PM2.5 and Pitilermore, the

data collection frequency can be manually adjusted based on the conditions and the passenger
on boarding rateranging from2 to 5 minst allows for continuous and dynamic monitoring,
which is essential for promptly identifying abrupt environmental changes or discomforting
conditions.

Sensordlacement

The strategic placement of advanced stationary sensors within the vehicle cabin is essential for
ensuring accurate, reliable, and representative environmental measurements. These sensors
must be installed in areas that are not directly influenced by dynamic and continuous airflow
changes such as those near air conditioning inlets or venés such locations may distort
readings. Instead, the sensors should be positioned in zones that reflect the actual exposure of
passengers, particularly near seating areas, where individuals spend most of their travel time

To capture spatial variability effectively, stationary sensors will be installed at occupant head
height and distributed across different sections of the bgpecifically at the front, middle, and
rear of the cabin. This approach ensures a comprehensive spatial profile of air quality and
thermal comfort conditions throughout interior spackn contrast, mobile sensors will not be
fixed in place but rather carried by selected passengers. This allows for dynamic spatial
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mapping of environmental conditions as the sensors move through the cabin. When combined
with data on passenger movement, these mobile measurements can offer deeper insights into
personal exposure levels and localized environmental variations that fixed sensors may not fully
capture.

It is also important to note that, for stationary sensors, a smart hub will be deployed to manage
wireless connectivity and data transmission. This hub will be connected to a power source and
A0NF 0SIAOrtEfe LRaAlGA2YSR ySINI §KS RNAGSNRA | N
and reliable data flow to the central platform at all times during bus operation.

Integration andResultsVisualization

Both types of sensorsstationary and mobile are seamlessly integrated witm loT platform,

which serves as the central system for data aggregation, processing, and management. Through
the smart hub and standardized wireless communication protocols;tiaal sensor data is
transmitted to the platform, where it is securely stored, analyzed, and processed using
advanced algorithms.

Following processing, the data is transmitted to an external visualization intetfsalele by
relevant stakeholders, including drivers, passengers, and system operators. This interface
allows for reaftime monitoring of invehicle environmental conditions, as well as retrospective
analysis through the exploration of historical trends. In addition to visualization, the platform
supports anomaly detection, automatic alert generation, and control action suggestsuth

as adjustments to the air conditioning system to restore or improve thermal comfort and air
guality. An example of the visualization platform, along with the installed sensors, is presented
in Figure31.
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2.3.2.Spatiotemporal of irvehicle environment using 3GbmputationalHuid
Dynamics

Even thouglreattime sensor datgrovidesvaluable pointbased measurements, it cannot fully
capture the complex behaviorof airflows, the distribution of temperature or pollutant
dispersion across the entire cabin spac€herefore a highfidelity three-dimensional
Computational Fluid Dynamics (3D CFD) model is developed as a complementary tool to
simulate and analyzthe spatiotemporal behavior ahe in-vehicle environmerdl parameters

under various operating conditions.

Thisnumericalvirtual model provides a fullield view of the interior conditions, helping identify
critical areas such as stagnation zones, thermal discomfort regions, or areas prone to pollutant
accumulation. These insights argtical for diagnosing environmental inefficiencies and guiding
improvements or operational adjustments echanicabystemssuch as the AC units

For numerical simulationsReynoldsAveraged NavigStokes (RANS) equatioase used for

solving and modelling steadstate airflow and heat transfer within the vehicle cabin
Moreover, the Semilmplicit Method for Pressuréinked Equations (SIMPLE) algoritiras
implemented foranalyzingthe pressure velocity coupling, whitbe standard k¥ (i dzNb dzf Sy O
model was considered forthe turbulence effects[15], [16], [17], [18]. Furthermore, he

geometry of the bus cabin was accurately reconstructed, and appropriate boundary
conditiong such as inlet velocities, temperature profiles, and surface propartiesre applied

based on realistic operational data.

An example of the CFD simulation results is presentedFigure 32, showcasing the
temperature distribution and airflow patterns throughout the bus interior. These results
highlight the capability of CFD tanalyzein detail environmental behaviors that cannot be
detected by sensors alomefor example, the formation of hot or cold zones, inadequate
ventilation regions, or recirculation areas.

Additionally, to the detailanalysisof different invehicle environmental parametershe CFD
model canalsobe employed invarioustheoretical testing scenarios, including investigations of
contamination events or evaluations of alternative mechanical system designs, such as various
air conditioning (AC) unit configurationshis is becausehe modelallowsthe simulation of
different operating conditions, including variations in HVAC settings, window openings,
passenger occupancy levels, and even localized pollutant saustetr as coughing or
sneezing relevant to airborne disease transmissidrhese scenarios provide valuable support

for predictive diagnostics, allowing for the proactive identification of potentially uncomfortable

or unhealthy cabin conditions.
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Figure32: Example of hvehicle CFD simulation for a) temperature distribution araiffjlow patterns

2.3.3.In-cabin air quality forecasting

This module provides redéiime forecasting of ircabin air quality by leveraging sensor data on

/I hiZ taHdpX ¢+h/ &> KdzYARAG@ I -baselPprediciy miRINT § dzNB
trained on the GAMS Indoor Dataset, it continuously adapts to the latest environmental
conditions to deliver shofterm, minutelevel forecasts. These predictions are integrated into a
dashboard and connected with an onboard LLM to enable coraesre reasoning, early
warnings, and personalized recommendations for healthier cabin environments.

Dataset

The GAMS Indoor Datasétis used for model training. It contains hifflequency (iminute)
AYR22NJ FANJ ljdzr t AG& oL!vo YSIadaNBYSyida FTNRBY NB
temperature, and TVOC34dble7). The dataset spans Nov 21, 200 #ar 28, 2017 (~135,099

data points).

Table7: Formatof the GAMS Indoor Dataset

Factor Description Units Sample Value
/I hi Carbon Dioxide concentratio ppm 708.0
Humidity Relative Humidity % 72.09
PM2.5 t F NOAOdzE S ng/ms3 9.0
Temperature Air temperature °C 20.83
TVOCs Total Volatile Organic ppm 0.062
Compounds

https://github.com/twairball/gams-dataset
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Methodology

¢2 F2NBOLad L!vy SYy@ANRBYYSyidlt FFOG2NAR o6/ hi X
features (hour, day, month) were used. ShtEtm trends were captured by including pollutant
measurements from the previous five minutes.

The LightGBM regressfit9] was selected due to its efficiency and accuracy, trained for 100
boosting rounds using mean squared error (MSE) as the loss function.

The forecasting task was set to aminute prediction horizon, where the last five
measurements are used as inputs. This setup is directly connected timeatlata from the
sensor, ensuring that the model continuously adapts to the most recent environmental
conditions.

Training and Results
Data was split chronologically to prevent leakage:

9 Training Before March 3, 2017 (~80%)
1 Testing: From March 3, 2017 (~20%)

This ensures evaluation on future, unseen data to emulatewesld forecastingThe results of
the trainingare show in the Table8.

Table8: Evaluation Metricgor IAQ Parameters

Variable | RMSE MAE R2
/ hi 6.62 3.59 0.9997
VOC 0.009 0.003 0.9921
PM2.5 0.64 0.44 0.9946
Deployment

Models are deployed on the Jetson Orin AGX using Python with CUDA fomes@hference.
Sensor data is streamed to generate sk@mm air quality forecasts, which are integrated into

a dashboardas one can see iRigure33, that visualizes both red@lme and predicted values.

The dashboard provides interactive charts, dynamic alarms, and session summary reports
highlighting pollutant trends, threshold exceedances, and improvement tips. Forecast outputs
are also processed in parallel with a quantized LLal@B3model to enable contextware
reasoning and personalized feedback, supporting preventive actions and healthier indoor
conditions.
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Figure33: RealTime |IAQ Forecasting Dashboard

2.4. \Visual analysiwith object detectiorand visioAanguagemodelsin
public transport venhicles

An incabin monitoring system integrates multiple computer vision and machine learning
components to assess passenger behavior, occupancy, and skfietyproposed system that is
under development can potentiallyombine object detection, activity recognition, and vision
language models to interpret dynamic, medtiodal visual environments such as those inside
public transport vehicles. Object detection modylssch as those based on the YOLO family of
models are employed to localize and classify individuals or objects within the scene, offering
foundational spatial awareness. For more complex tasks such as identifying aggressive
behavior, temporal video classification models are used to differentiate between violent and
non-violent interactions using datasets tailored to transportation contexts. However, object
detection and action classification alone cannot capture nuanced contextual information
Hence, VisiorLanguage Models (VLMs) are introduced to bridge this gap. VLMs generate
descriptive narratives and answer questions about visual content, enablinglevghscene
understanding and safety assessments. This AayBred architecture creates a robust
analytical pipeline capable of transforming raw video data into interpretable insights, making it
suitable for scalable deployment in intelligent public transportation systehfsrein we
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describe the proposed componentsbwever, further optimizations and refinements still need
to be investigated to make sure that these componen&s be feasibly integrated into the pilot
scenarios.

2.4.1.0Dbject Detectiorin buses

In this case, we leveraged YOLO object detection models to monitor the inside environment of
a bus.See Sectio.1.3for the details about YOLO architecture and functionalBych models

can be initially applied to a video, capturing the interior of a bus, to detect passengers that are
standing or seated. YOLOv11 which is pretrained on the COCO dataset was used for this case
with Figure 34 showing its results. The model was able to detect passengers in the bus to
monitor occupancy. With bounding boxes around each person, the model provides a detailed
visual representation of the spatial arrangement of passengers inside the bus.

person_0.45
nerson 7§
X person 8.6

Figure34: YOLOv11 detections of people

Experiments were also carried out using the YOLO Whuddel Figure35) which works by
conditioning the detection output to a given text, representing the classes to be detected. In
effect, this allows recognizing different objects that the model has not been explicitly trained
on. Object classes could include "person,” "seated person,” "standing person,” and
"empty/vacant seat". However, the model was not that reliable in detecting these classes,
therefore the approach was simplified to focus only on the "person” class. This first attempt
provided a basic structure for object detection and classification within the bus environment.
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Figure35: Example of detections using the YOLO World model

2.4.2.Violence/NonViolence Video Classification

As mentioned in D3.1the BusViolence datasebased on can be used in a bus monitoring
system to train and evaluate models for automated violence detection intie&l onboard

video feeds. By providing short, annotated video clips of both violent andviaent
interactionsrecorded from multiple camera angles inside a moving bus, the dataset enables the
development of supervised learning models (e.g., ENNN hybrids, 3D CNNs, transformers)
that can learn temporal and spatial patterns associated with aggressive behaviours. Its balanced
class distribution (700 videos classified as violent and 700 videos classified-@sleat) make

it suitable for both training and benchmarking violence detection algorithms under realistic
conditions, such as crowded scenes, occlusions, and camera motion.

Figure36 below shows a snapshot of the video classification output during inference. In the
top-left corner, the model's prediction, either violent or namlent, is clearly displayed. The
video classification model was trained for 100 epochs using the Bus Violence dataset, with
ResNetl18serving as the backbone architecture reaching at the end an 0.95 accuracy rate.
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2.4.3.Vision Language Moddfisr bus passengers identification

While object detection provides information, such as the types of objects and localization
within an image, it does not provide information regarding higher level activities within a scene.
For this reason, in this task, we exploit the combined usage of object detection with a VLM to
describe the activities captured in each video frame. The VLM in this case, processed the visual
data (namely each frame of the video) and generated textual descriptions of what is happening
in the bus. These descriptions provided contextual insights, complementing the visual
detections and offering a narrative of theene.Figure37 gives anexample of the output of

the processed video.

The final output is a combined video designed to present both visual detections and textual
descriptions. The right side of the video displays the YOL-Qedérated bounding boxes
overlaid on the frames of the video, highlighting detected objects such as the passengers of the
bus. On the left side, the VIi-§enerated descriptions were displayed, providing a detailed
account of the activities in each frame. A text prompt was further provided to the VLM as it
processed the video to generate an appropriate response. For example, when given the
prompt: "What is happening on the bus, and is there any danger in @' model analysed

each frame and respondetiThe bus is filled with passengers, and no visible danger is present."

¢

% "person 092K

Figure37: YOLOvV11 detections of people in the bus with the descriptions of the VLM model.

Investigation of Prompting Techniques

Various VLMs$nodels were tested with different prompts to analyse activities inside the bus
and assess the level of safety and comfort based on the provided images or video footage. The
following text prompts were used to extract insights from scenes depicting passengers inside
the bus:
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T GOELIX AY (GKA& AYF3IS Ay RSOl Aft dék a55a0ONROGS
G2 KFEG Oly @e2dz aSS 2y (GUKAA& AYIF3ASKE k az2KIlG
G/ +Fy @2dz RSAONROGS (GK2NRdzZAKf& FNIYS o6& TFNI
@2dz SELX AY (K2NRdzZaKté& G(KS FOGAGAGE 2F GKA

T a55a0NRO6S (KAA AYF3IS IyR adldsS 6KSGKSNI GKS
T aLa UGUKSNB Aa lFyeée RIFEIYISNIAY (GKS AYIl 3SKE

T a2 KFG A& 3I2Ay3 2y Ay (GKA& AYIlISKE

T dal 1S | adzYYINR 2F goKIFG A& KFLWSYyAy3a Ay (K

The VLM models effectively described the images and video frames in detail, generating
responses of two to three paragraphs while accurately identifying most objects isciee.
When prompted to assess passenger safety in a bus video, the model respdmtiedvideo

does not show any danger in the bus."

Exploration of Different VLM Models Optimized for Edge Deployment

VLM models require significant memory resources due to their ability to process both visual
and textual data using larggcale transformer architectures. Running inference on multiple
images and text sequences simultaneously further increases memory demands, making these
models unsuitable for edge deployment.

Most VLM models contain over a billion parameters, contributing to their high memory
consumption. However, advancements in computer vision have led to the development of
more lightweight opersource alternativesOne such example BmolVLM?3, which offers two
compact models:SmolVLM256'*and SmolVLMB00®, with 250M and 500M parameters,
respectively. These are currently the smallest VLM models available showing competitive
results when evaluated on different benchmarks.

In addition to testing the models on real images, as previously described, artificially generated
images (shown ifrigure38) were also evaluated to assess their performance.

Both models successfully provided detailed descriptions of the images. However, some of the
generated information was inaccurate, highlighting the limitations of smaller models in

capturing the full contextual details of an image. Larger models, particularly those with around
7 billion parameters, demonstrated greater accuracy in this task, suggesting that a higher

https://huggingface.co/HuggingFaceTB/SmolVLM-Instruct
https://huggingface.co/HuggingFaceTB/SmolVLM-256M-Instruct
https://huggingface.co/HuggingFaceTB/SmolVLM-500M-Instruct
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number of parameters enhances the model's ability to interpret complex visual scenes more
reliably.

Figure38: Al generated images of people in a public bus.

Further Experimentation

Further experimentation involved finining VLMs using dataset from Roboflow. The figure

below illustrates a prediction fronfrlorence?’, a 0.23B parameter model capable of caption
generation, optical character recognition (OCR), segmentation, and object detection (shown in
Figure39). In this instance, it successfully detected the faces of bus passengers. Beyond these
tasks, the model was also fisiened for Visual Question Answering (VQA). For example, when
FAa1SRX Gl 2¢ Ylye LIS2LXS IINB airdaAay3a Ay GKS od
Ay (UKS 0dza Auningy tedniodel whsiesailiated oy éStest set and demonstrated

strong precision, with predictions closely aligning with the ground truth. In one case, when
FAa1SR GKS alYS ljdzSatAaz2ys Ad LINBRAOGSR a¢KS yd:
ground truth was 23.

https://universe.roboflow.com/cuenta-6ibit/cuenta-fujbt
https://huggingface.co/microsoft/Florence-2-base
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Figure39: Florence2 detections on image.

The SmolVLMBasé® model (2.2B parameters) was further fiened for visual question

answering (VQA) using synthetic image data. Synthetic generated images paired with
corresponding questions and answers, exemplifies the type of data employed during the fine

tuning process. Following fiening, the model was evaluated on a test set and showed

F OOdzNI G S LISNF2NXIyOSd C2NJ AyaildlyOSzT Ay NBaLR
AAGGAY3IKET GKS Y2RSE O2NNBOGfe LINBRAOGSRI dac¢K
ground truth. Alongside finduning efforts, extensive experimentation with prompt
engineering was conducted to determine which models best describe visual scenes or answer
imagebased questions. Platforms such as feboflow Playground have proven useful in this

regard, enabling users to test some of the most prominent models for these tasks.

Future Steps

The next steps involve gathering comprehensive visual data from buses operating in Cyprus to
support the development of an intelligent monitoring system. This will be followed by
integrating YOL®Mased object detection models with/LM to enable accurate object
recognition and generate contextual visual descriptions of bus environments. The aim is to
develop a bus monitoring pipeline capable of reale detection and scene understanding. In
parallel, methodologies for deploying this system efficiently at the edge will be explored,
ensuring lowlatency performance and scalability for rembrld applications.

https://huggingface.co/HuggingFaceTB/SmolVLM2-2.2B-Instruct

https://playground.roboflow.com/open-prompt?utm campaign=Newsletter+-+4%2F10%2F2025+-
+%5Bplayground%5D&utm content=Newsletter+-+4%2F10%2F2025+-
+%5Bplayground%5D&utm medium=email action&utm_ source=email
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2.5. Concluding remarks

This section has presented the AutoTRUST comprehensive and integrated approachhimin
monitoring and occupant interaction system, emphasizing the role of multimodal sensing, edge
computing, and realime analytics in enhancing vehicle safety, personalization, and user well
being. Through detailed descriptions of camera and microphone placements, sensor modalities,
and deep learnindpased inference pipelines, the section has demonstrated the feasibility and
effectiveness of deploying complex Al models on embedded platforms under constrained
conditions. From driver behavior and drowsiness detection to facial recognition, emotion
understanding, and abnormal sound event classification, each module contributes to a layered
perception framework that enables conteatvare responses and autonomous support
mechanisms. The integration of a virtual assistant powered by a quantized LLM further
exemplifies how semantilevel understanding and humdike interaction can be embedded
directly into the vehicle environment, minimizing reliance on cloud connectivity and improving
responsiveness. In conclusion, the work outlined in this section lays the technical and
conceptual foundation for a new generation of intelligent, hurmtered vehicle cabins
capable of interpreting, adapting to, and actively supporting the occupants in a safe, private,
and contextually rich manner. In the following section, we move from the interior of the vehicle
to its exterior and present AutoTRUST innovative approach.
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3.External sensing system of 4D cooperative situational
awareness for scene analysis, safe and inclusive
mobility
The evolution of cooperative perception and decisioaking systems has become a
cornerstone in enabling safe, contexivare, and intelligent mobility solutions for connected
and automated vehicles (CAVs). This chapter outlines the development and integration of
ldzi2¢w! {¢Q& T ROIYOSR SEGSNYyLt &aSyaiay3a aeadasSy
awareness, enhancing both safety and inclusivity in modern mobility ecosystems. To this end, a
layered approach was followed, beginning with siraggnt scene analysis modules (such as
road condition assessment and traffic sign detection) that operate at the edge, usiAgnmeal
visionbased perception models deployed on embedded platforms like the NVIDIA Jetson Orin
AGX. The focus then expands toward magient systems that enable collaborative awareness
and localization through standardized V2X messaging, distributed learning, and cooperative
tracking strategies, incorporating techniques such as federated learning, Kalman filtering, and
graph signal processing, laying out a comprehensive framework for situational awareness that
is scalable, robust, and communicatiefficient. The chapter is structured as follows. Section
3.1 covers singlagent scene analysis, emphasizing contextual perception through road
condition assessment and traffic sign detection. Sec8dhexpands the scope to muléigent
cooperation, showcasing the use of standardized V2X messaging, cooperative localization, and

distributed optimization techniques for multiobject detection and tracking. Finallyur
concluding remarks are provided in Sect®B.

3.1. Singleagent scene analysis for contextual understanding

3.1.1.Road condition assessment

The roadcondition assessment module continuously monitors the external environment, by
using an internal outward camera in front of the driver to detect potholes on the road.

Dataset Description

The Road Pothole Images dat#8epmprises reaorld roadway photographs annotated with

adzNF I OSnTRSTSOG o02dzyRAy3a 62ESa G2 FIFLOAEtAGlIGS L
subsets I  a{ AYLX SE¢ &S0 6AGK o nno AYIl B&pturihgy R | &

https://lwww.kaggle.com/datasets/sovitrath/road-pothole-images-for-pothole-detection

Project funded by

Bl Co-funded by e K'a:'- E*iﬂ";.')li’ﬂ%% Pag%g of 133

the European Union ey friepieriutory



https://www.kaggle.com/datasets/sovitrath/road-pothole-images-for-pothole-detection

- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

diverse lighting, pavement textures, and pothole shapes. In this work, we leverage the Simplex
subset, which includes 3 126 training images and 277 test images. Each image is annotated via

LX F Ay mid SE FTAf Sa OAaAYLI SCNIAyCdz ft K20z
simpleTestFullSizeAllPotholesSortedFullAnnotation.txt), where each line specifies an image
FAESYFYSE (KS ydzYoSNJ 2F LRGK2tSa Ad O2yidlAyas
height) of each pothole instance.

The Table 9 summarizes the composition and organization of our processed dataset. All
Fyy2GFradAa2ya gSNBE LI NBASR yR O2y@SNISR Ayid2 . h
and the images were reorganized into three splis 126 for training, 277 for validation, and

277 for testing via the custom preparation script.

Table9: Composition and YOts@mpatible organization of the processed pothole dataset.

Subset  Source Folder ‘Images  Annotation Files
Train Dataset 1 (Simplex)/Train 3126 simpleTrainFullPhotosSortedFt
data/Positive data Annotations.txt
Validation | Dataset 1 (Simplex)/Test data | 277 simpleTestFullSizeAllPotholesS
rtedFullAnnotation.txt
Test Dataset 1 (Simplex)/Test data | 277 simpleTestFullSizeAllPotholes§
rtedFullAnnotation.txt

1 Image format: JPEG, varying resolutions

T /7tFraasay m o0alLRiUK2t S£0

1 Annotation format: text file with image_id, num_potholes, and repeated (x_min, y_min,
width, height) entries per pothole

1 Splits: reorganized into train/, valid/, and test/ directories with separate images/ and
labels/ subfolders

91 Label conversion: coordinates normalized and formatted as class x_center y_center
width height in YOLO style by custom script.

Model Architecture

The detector core is Ultralytics YOL&%8 an 11 Mparameter network that fits entirely in the
on-chip SRAM of modern embedded GPUs. We export the model from PyTorch to ONNX (FP32).
At inference, the network produces boundHmgx coordinates, objectness scores and class
logits for the five target object categories.

https://docs.ultralytics.com/models/yolov8/
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Figure40 YOLOV8 Architectii®e
Training
The dataset was prpartitioned into 3 126 for training, 277 for validation, and 277 for test
images. Training proceeded for 20 epochs using stochastic gradient descent (initial learning rate

= 0.01; momentum = 0.937; weight decay = 0.0005) with a binary-erasspy focal loss, and a
confidence threshold of 0.2. Automatic mixed precision (AMP) was enabled to accelerate

https://blog.roboflow.com/what-is-yolov8/

Project funded by

Co-funded by ]

the European Union

Page71of133



https://blog.roboflow.com/what-is-yolov8/

- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

convergence and reduce memory footprint. To guard against overfitting and improve
generalization to varied pavement textures and lighting, the standard YOLOv8 augmentation
pipeline (mosaic, migp, random affine, HSV jitter) was applied-tve-fly. A batch size of 8

was used at 640 x 640 resolution, with data prefetching to maximize GPU utilization on Jetson
hardware. Training and validation box/cls/DFL losses along with precision, recall, and mAP@0.5
metrics are plotted inFigure 41, showing stable convergence by epoch 15 and minimal
overfitting through epoch 20.

Testing
The pothole detector was evaluated on the heldt test split of 277 images. At the conclusion

of training (epoch 20), the model achieved a precision of 0.63, recall of 0.50, mMAP@0.5 of 0.53,
and mAP@0.£0.95 of 0.23.

In the Figure42 is illustrated a selection of validation images with predicted bounding boxes
and confidence scores overlaid, demonstrating robust localization of larger pothole instances
under varied lighting and pavement textures.

train/box_loss train/cls_loss train/dfl_loss metrics/precision(B) metrics/recall(B)
8" —e— results 1.201 0.65 0.501 P'[
2.6 smooth
6 1.15 1 0.601 \/\/ 0.45
2.4 0.55 1

0.40
\ o 1.10 1 0.501
2.2 A 0.45 4 0.351
1.05 A
J 0.40
20 24 L"‘-»; 0.301
, . _Trreeese] 1,00 ; H 0-351 . , , r
10 20 10 20 10 20 10 20 10 20
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Figure41: Training and validation performance metridsmonstrating stable convergence and minimal overfitting of the
YOLOV8 pothole detection model.
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pothole 0.4 %
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Figure42: Sample validation images with predicted bounding boxes and confidence scores.

The confusion matrix ifrigure43 summarizes true/false positives and negatives across the

GLR K2t S¢ @ad aol O NP dnitR pothddef dnriottBris, dthe mdédelm o n ¢
correctly detected 562 (true positives) but missed 744 (false negatives), yielding the moderate
recall observed. It also generated 177 false positives on background regions, contributing to the
measured precision.

Overall, the detector reliably identifies prominent potholes but struggles with smaller or low
contrast defects. Future work will explore targeted augmentation (e.g., scale jittering, contrast
variations) and additional hardegative mining to boost recall while maintaining precision.

Page730f 133

Co-funded by
the European Union




- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

Confusion Matrix

700

600

177

pothole

500

400

Predicted

- 300

- 200

background

-100

pothole background

True

Figured3/ 2 Yy Fdza A2y YIFGNRE F2N aLR (K2t S¢ Gad aol O INE

Deployment

The roadcondition assessment pipeline executes on the Jetson Orin AGX via ONNX Runtime

with CUDA support. Each frame from the forwdading camera is sent through the ONNX

format classifier, which produces a class prediction and confidence score in real time. These
NBadzZ 6§a NS gNAGOSY G2 GKS &aKFENBRTYSY2NE 7Fdz
onboard LLM (quantized LLaMA8B). This enables the system to reason for detected road
conditions in contextfor example, triggering driver alerts or issuing corrective guidance
whenever a hazard is recognized.

3.1.2.Traffic Sign Detection

The traffic sign detection module continuously monitors the external environment, by using an
internal outward camera in front of the driver to detect traffic signs on the road.

Dataset Description

The Traffic Signs Detection dataset contains-vealld road scenes annotated with bounding

boxes for 15 sign classes (Green Light, Red Light, Stop, and[Spe¥dA i & A 3Jya FNBY ™
MHA 1Y Keéeuyuvd ¢KS Llz f A OwayBplit Sotading4969 OMES linfages F2 €
(Tablel0):
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Tablel0: Traffic Signs Detection dataset

Subset Source folder ~ Images Annotation files
Train train/images 3471 train/labels/*.txt
Valid valid/images 998 valid/labels/*.txt
Test test/images 500 test/labels/*.txt

1 Image format: JPEG, variable resolutions

Classes: 15 (see list above)

1 Annotation format: YOLO text lines class x_center y_center width height (values
normalized 61)

1 Splits: organized as train/, valid/, test/, each with images/ and labelsfslaers

1 Preparation: the accompanying Python script (prepare_traffic_signs.py) downloads the
Kaggle archive, recreates the folder layout and edits data.yaml so that Ultralytics YOLO
recognizes the three splits.

=

Model Architecture

The detector core i®nce againUltralytics YOLOvS. We export the model from PyTorch to
ONNX (FP32). At inference, the network produces bounrdmgcoordinates, objectness scores
and class logits for the five target object categories.

Training

The predefined splits (3 471 / 998 / 500) were retained. Training rar2@epochswith

stochastic gradient descent (initial LR = 0.01, momentum = 0.937, wRigh©l & I p PR wmn
binary-crossentropy focal losshandled the multiclass logits, and detections below a
confidence of 0.25 were ignored during loss computation. Automatic mixed precision (AMP)
reduced memory footprint.

To improve robustness to scale and illumination, the standard YOLOv8 augmentation stack
(mosaic, mixup, random affine, HSV jitter) was supplemented with random mekm and
Gaussiamoise layers crucial for the small, highontrast glyphs of speelimit signs. Training

used a batch size of 16 at 640 x 640 resolution with NVIDIA DAl¢tpheng on Jetson
hardware. The evolution of box/cls/DFL losses plus precision, recaln&mR@0.5metrics is
plotted in Figure45, showing convergence by epoch 32 and negligible -ottarg thereafter.
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The traffic sign detector was evaluated on the held test split of 500 images. At the
conclusion of training, the model achieved a precision of 0.81, recall of 0.74, mMAP@0.5 of 0.79,
and mAP@0.&0.95 of 0.46.

23 https://blog.roboflow.com/what-is-yolov8/
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In Figured6is illustrated a selection of validation images with predicted bounding boxes and
confidence scores overlaid:
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Figure45: Training and validation performance of the model architecture
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Figure46: Validation images with predicted bounding boxes and confidence scores.
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The confusion matrixn Figure 47 highlights occasional misclassifications between adjacent
speedlimits (e.9., 700 yn 1Y Kéuyuov RdzS (42 ySIFENIe& ARSYGAO!lf
highly separable.

Confusion Matrix
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Figure47: Confusion Matrixhighlighting occasional misclassifications.

Overall, the detector delivers robust muttiass performance but would benefit from additional
fine-grained shape or font augmentations to further disambiguate neighboring speetd
signs.

Deployment

The traffiecsign pipeline executes on th&etson Orin AGXia ONNX Runtime + CUDAach
camera frame is resized, forwarded through the ONNX graph (~6 ms latency at 60 FPS) and
filtered at 0.25 confidence. Detections are written to the shamemory fusion layer and
ingested by the onboard.LaMA 38B LLM, enabling contexaware actions for instance,
emitting a speedimit-exceeded alert or reminding the driver to stop at an upcoming sign.

Future work will explore cladsalanced focal loss to further curb spekahit confusions, and
lensdistortion augmentation for wideangle dashboards.
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3.2. Multi-agent cooperative situational awareness and scene analysis

3.2.1.Realize cooperative situational awareness using standard V2X messages
format

This subsection describes the list of relevant standardiaddcle to everything(2X messages

to test and validate cooperative situational awareness scenarios, that is applicable in US/North
America and European. It also describes a simuldimsed test and validation method for
cooperative situational awareness scenarios using V2X messages.

Standardized V2X messages based on SAE J2#Blards

SAE J2735 is standard that defines V2X messages sets to support interoperability among V2X
applications for cooperative connected automated driving systéamd it is mostly used in

North America and Asian countries. It includes various V2X messages to exchange road safety
information between vehicles(V2V), vehicle and infrastructure (V2I), and vehicle and
pedestrian (V2P).

The basic safety message (BSM) is used in a variety of vehicle safety applications to exchange
vehicle safety datalt periodicallybroadcastthe status information such agehicle's location,

speed, acceleration, direction, brake status, etc. so that surrounding velankks/ulnerable

Road Users (VRU), such as pedestrians, cyclists, or road weekers)derstand thaituational
awarenesdn real time and use it to prevenpotential collisionsfor improving driving safety

This message is maintiivided intotwo parts; while @rt 1 includes essential data including

basic vehicle status informatigpart 2 contains auxiliary data necessary to perform the service.

The Personal Safety Messag@BSM) is used to broadcast safety data regarding the kinematic
state of various types of VRU, such as pedestrians, cyclists, or road workers. It includes safety
data of VRUs such decation, moving speeddirection, path prediction, etc toallow
surroundingroad usergo recognize them and reduce the risk of collision.

The signal phase and timing (SPAT) message is used to convey the current status of one or more
signalized intersections, so thaboperative connected automated driving system or human
driver canrecognizecurrent movement status of each active phaséormation in advance

when approaching an intersection and drive saf@lgis messagencludes information on the
current status i(e. red, green, etc.) and expected chamgtime (remaining time, etc.) of traffic

lights at one or morehe intersection.Especially, lang with the MAP message, that describes a

https://www.arc-it.net/html/standards/standard17.htmi
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geometric layout of an intersection, the road user of this message can determine the state of
the signal phasing and when the next expected phase will occur.

MAP message conveys geographical road informadioimtersections and road structures. It
includes lane positions, directions, connection relationships, boundary information, etc.,
allowing vehicles to accurately recognize road structures.

RoadSideAlert (RS&)used tobroadcastalerts for nearby hazards tsurroundingroad users
This message provides simple alerts to road users includolgle hazardgi.e., construction
zones, and roadside events are expected to be most frequently used.

Standardized V2X messages basedrS| ITS Standards

ETSI ITS Message, a European standard, \&Xamessage standard for V2V and V2I
communication defined by the European Telecommunications Standards Institute (ETSI). It
includescooperative situational awarenessformation such as redlme location, speed, and
hazardous situationghose arekey componend for implementing TS in Europe.

The Cooperative Awareness Messgd@AM)is a safety message that periodically transmits
current status informationof vehiclesuch as the location, speed, direction, and size to help

surrounding vehicles and infrastructure recognize therent status of the vehicla real time
25

Decentralized Environmental Notification MessgB&ENM)s an everdbased warning message.
It is used tobroadcastemergency notifications to surrounding vehicles when abnormal or
dangerous situations such as accidents, sudden braking, and obstacles on the road.occur

VRU Awareness Messaggeshe safety message enable communication betweetooperative
automated driving systemand VRUSs, such as pedestrians and cyclisis.used to improve
road safety by alerting drivBsr cooperative automated driving systento periodically
broadcastthe presence and location of VRUs, allowing them to take necessary precaitions

Car2Xbased test and validatiorof cooperative situational awareness scenarios
+SO0G2NDa /I NHE A& | &aAavydzZ ldAzy G22t GKIFG |Fff2
or infrastructure based on standardized V2X mess&¥yds also supports data exchange with

https://www.etsi.org/deliver/etsi_en/302600 302699/30263702/01.03.02 60/en 30263702v010302p.pdf

https://www.etsi.org/deliver/etsi en/302600 302699/30263703/01.03.01 60/en 30263703v010301p.pdf
https://www.etsi.org/deliver/etsi ts/103300 103399/10330003/02.01.01 60/ts 10330003v020101p.pdf
https://www.vector.com/gb/en/products/products-a-z/software/canoe/option-car2x/
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t/ p 0FaSR xH- O2YYdzyAOFIGA2Y Y2RdzZ Sa FyR /!b
VN4610 device that is linked with the Car2x via the IEEE 802.11p or 3GPPRCTS as well as

CAN. It allows to generate risk scenarios between road users based on standardized V2X
messages including J2735 and ETSI ITS standards and to verify cooperative situational
awareness scenarios in vehicle in the loop (VIL). Additionally, the Morai Sim that is the digital
twin-based cooperative automated driving simulator supports VIL simulation by linked with
Car2X via UDP communication to display all status information of virtual and real objects as
depictedin Figure48.

Test Scenario
| Bl |

Test Scenario Deploy

Virtual Target Vehicle Test Vehicle Virtual RSU
.Y T
V| (car2x) ) | (Remote Control system)| (@O®) | (carzx)

S e
T

ubP
4 __" In/Out-Cabin Data

Test scenario based

Target / Test Vehicle Maneuverg V2X Messages Generation

(BSM, SPAT, PSM...)

Figure48: VIL simulation in Morai Sim showing status information of virtual and real objects.

The Car2xas an VIL simulation mode with cooperative situational awareness test scenarios
generates relevant V2X messages correspondingaioous hazard ordangerousaccident
situationsamongvirtual objects in virtual environment such ashicles VRUsand traffic lights

After that the Car2X exchanges them with the real test vehicle in real test environment in real
time so that testvehicle can recognize itgrtual surroundinggo test and validate cooperative
situational awareness functions as shoinrigure49.

At the same time, status information of real test vehicle such as position, speed, heading angle,
etc. is shared with the Car2X simulator via CAN bus. Therefore, the Car2X can monitor and
report all V2X messages of virtual object as well as status information of the test vehicle in real
time through the MAP window of the Car2X for analysing developed cooperative situational
awareness functions as depictedkigure50.

In the following two Sections, the functionality of V2X messages for situational awareness of
AVs will be exploited in order to realize novel cooperative localization (CL) andoivjeltt
detection and tracking (MOT) approaches, which rely on the exchange of relevant information
and measurements among the involved traffic agents.
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Figure49: Cooperatives situational awareness test scenario generation by Car2X.
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Figure50: Analysing cooperative situational awareness functions by Car2X

3.2.2.Cooperative localization via joint distributed learning and decisnaking

Preliminaries

Consider a swarm of movingpnnected and autonomous vehicles (CAss)ime instantO
(Figure51-(a)), consisting of an (arbitrary) ego vehiElés direct neighbor&nd nonrneighbors
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1. In practice, we will exploit a star graph topology hwith Eat its center, and neighboring

vehiclesEx as leaves Higure 51-(b)). Note that: i) each CAV possEsssensing,

computation and computation capabilities, Band Eare considered neighbors if their
communication and sensing range is below a threshold (i.d.,)3@nd iii) the swarm might
change dynamically over time, i.e., neighbors of ego veRmbesn't remain fix. The state of

ego vehicle, as well as the others, is represented by its 3D poéiﬂon @UU xa .As
mentioned earlier, vehicles have sensing capabilities to sensenegon information, as well

as extract relative measurements towards their neighbors. For instance, using IMU and GNSS,
we can define the motion and self positioning models, which are also degraded by additive
zeromean Gaussian noi$20]:

1 Motion model:

'5; Q ‘5; . -4 Eq.4

whereg *D: mh 4. . FunctionQO takes the form of the constant velocity motion model

<

[23], due to its simplicity’Q =e. [o.%, where= \ and | QQdEQEoO.

Control input vectoogff; 6 "o "o 74 comprises 3D velocity as measured by

IMU sensor.

1 Selfpositioning measurement model:

s e «Jh « D mhow =40

Moreover, the visual sensors of camera, LIDAR and RADAR can detect and identify the bounding
box of each nearby vehicl@and extract relative observations with respect to the 3D centroid:

M Relative measurement model:

g Q .<ﬁ.< ¢h ¢ D: Eq.6

Q0
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Deterministic functiodQO actually models the relative distance, azimuth and inclination
angles § 'O 6iQ9 between'@ndQas measured bR encoding the 3D positions of the
corresponding pair.

In addition to the measurement adels, KalmaNef21] has the potential to enhance ego

vehicle localization by modelling system dynamics, as well as state and measurement
covariance matrices through an RNN based deep learning architecture. To do that, it builds
upon traditional KF to design a data driven approach that will enable the estimation of state

o ‘T A and its covariance. ‘T a . More specifically, KalmaNet's architecture aims to
estimate the uncertainty matrices of KF algorithm. These include Kalman gain matrix

L;_ﬁ A, state transition covariance matnbc;;zg:‘f a predlcted state covariance matrix
J
$a  ,andmatrixg ¥ 2. The latteris definedag . ¥ 7.% *3. % ", where
A corresponds to the jacobian matrix of a generic measurement function with respect to
predlcted o * (by motion moel Eg. 4). When only GNSS measurement is available,
measurement vectomEEEEE ’ _Efgf;andﬂ - \l. Measurement covariance matrix is denoted by

‘f A . Using these estimated matrices, KalmanNet computes the updated state estimate

. and its covariance.. “ following the standard KF equatlons The network takes as |nput the

current and previous measurement vectors and » , the previous state estrmates :
(');; , ando , the control input vector> , and the time mteranoTherefore the
equatlons of KF can be reformulated as:

|'-;§;;F|4 éié;Ft VOO dOdIM Eq.8

o Ut ot Eq.9
. h W Eq.10
The network's architecture consrsts of three gated recurrent units (GRUS) mterconnected with
fully connected layers, that allow in a cascaded manner to capkure ii?zsz? “and A ii?zsz? .
Apparently, the Iearneel is used to capture , Which in turn obtaing ;;, while both
Y and ;; are used to produce . ™ .~ . The latter, being equal to ¢ ‘
<

8. .Y | actually summarizes in a compact manner the underlying uncertainty of

the system. Therefore, by exchanging and aggregating only the specific weights that are used to
compute Kalman gain matrix, instead of the whole number of network's parameters, each
vehicle will be capable of efficiently train its local model to learn Kalman gain in a distributed
manner. Thus, based on measurement modeis4-Eq.6, as well as KalmaNet's architecture

and Kalman gain properties, we will formulate in the following the proposed joint distributed
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learning and decisiemaking scheme, that will enable ego vehi€de estimate its own as well

as its neighbors' 3D positions, in the form of state vec«%ﬁ a8 realizing the goal of
continual cooperative situational awareness.

Central

(a) Centralized server based (b) Adaptive multi-agent
architecture swarm

Figure51: Distributed optimization in learning and decisioraking is realized by adaptive medtjent swarms, where each
agent cooperates with its neighbors to address individual limitations. Note at the right, the star topology that is fadrbylate
the (arbitrary) ego vehicl@based on communication and sensing range.

Learning stage via federated learning

In this Section, the distributed learning stage of the proposed methodology will be formulated.
Instead of a traditional servesasedfederated learningKL process, ego vehicle will now act as

the aggregation center enabling a serverless learning approach. Moreover, since Kalman gain
captures the underlying uncertainty of the system, only the layers that are used to learn Kalman
gain will be transmitted to the ego vehicle, keeping the others intact. In that way, a
personalized FL strategy will also be formulated, facilitating a continual andeffms¢nt
learning process, since transmitted personalized layers consist of a very small number of
parameters.

Serverless personalized training

To establish the serverless personalized training, it is assumed that each vehicle belonging to
participates also to the distributed learning process. More specifically, ‘€ch

utilizes its local training dataset L %FL Y which contains an input trajectory as

measured over time by its own sensors (GNSS, IMU, etc.), as well as the corresponding ground
truth (or target) trajectory. More specificallyyis the length of training trajectories, input
a4

contains the noisy 3D positions and velocities for the

corresponding training trajectory, while targétl.(n" & 86" xa  contains the
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corresponding ground truth 3D trajectory. Note that inﬂtptdj'f is derived from measurement
modelsEqg.4 and Eq.5.

Each vehicle trains its local KalmaNet model using its own private dataset, follBeyiBgEq

10 and the corresponding KalmaNet architecture frémgure52. In order to address potential
limitations of local datasets regarding different noise statistics (e.g., GNSS operation in urban
environments or urban canyons, etc.), an FL strategy that enables the collaboration of vehicles
so that can efficiently learn a more robust KalmaNet has been already proposg®]in
However, it requires a central node and a group of vehicles to be synchronize offline so that the
whole process is effectively orchestrated. Based on that limitation, we will derive the much
more dynamic approach of PFedKalmaNet, where an ego vehicle will now act as the central
node performing models' aggregation, while its connected neighbors transmit only specific
layers of theoriginal architecture so as to facilitate the communication exchange. Those
personalized layers of original network are used to capture the most important information
about the underlying uncertainty, i.e., Kalman gain, and for that task two scenarios will be
investigated: i) personalized layer that corresponds to the fully connected layer of Kalman gain
&# (with pink color), ii) personalized layers that correspond t@ 3, 2 and 3 (with red color

in Figure52), used for learning matricer'si"', i"' and i"'. The first scenario focuses on
aggregating around 10K or 50% of the total number of parameters by focusing directly to
Kalman gain, while in the second one around 5K parameters or 20% of the total number of
parameters are to be exchanged and aggregated.

Adaptation step

At the adaptation step, each vehidieelies on the traditional KF algorithm to learn the Kalman
gain £ '.‘T through local KalmanNetA1 i A® .OA Note that learningé '.‘T inherently
incorporates the learning of additional uncertainty matrices (&8 and Figure52). In the
proposed framework, the local KalmaNet is trained 4oeend using the local dataset. In more
detail, let ; denote the trainable parameters of the local network, ande a regularization
coefficient. Each agent employs Apregularized meassquared error loss and stochastic
gradient descenf21] to optimize its local model, defined as follows:

Eq.11

However, the latter is rather composed of two sets of personalized andpeosonalized
parameters:
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P= NQiPLRE e QIPE Eq.12
where as mentioned beforg) QiPi: contains the parameters of eithé® or"OY 2 and
3 layers:
ey @ i Q& @i Q¢ Eq.13

TP oyt AT dOAAT AOET

In practice,Eq. 13 state that endto-end training is performed in a twofold manner: initially,
personalized layers are frozen and only mersonalized layers are updated througkq.11,
and then, personalized layers are also fine tuned (typically with much less epochs). We adopt
this training process, aiming to increase the performance, as well as the ability of the local
model to generalize across multiple datasets, by exchanging and aggregating only the
personalized layers of ead® . After all participating vehicles have updated their local
KalmaNets usingEq.11, the combination step is following.

Combination step

The goal of this step is to develop a model that captures underlying system dynamics and
accurately estimates uncertainty matrices using local datasets in a communication efficient
manner and without the need of exchanging the whole number of network's parameters. As
such, each®”~  "Qtransmits to the ego vehicle their personalized laygr® i P (from Eq.

13). Ego vehicle, along with its own personalized layers, aggregates the local layers using the

averaging fusion ruleq QiPj —B, .~ nQi
§ s

global personalized layers that will be common across the vehicles of the swarm. Ego vehicle
broadcasts those parameters to the connected neighbors. Each vehicle then initializes only the
personalized layers of the local KalmaNet model with those parameters, keeping the other
layers intact. This iterative process is repeatedifocommunication rounds, enabling the local
models to continuously improve through the global personalized layers. This is done in a highly
efficient communication manner, since even with a very small number of parameters that are
exchanged and fused, local models are capable of achieving comparable performance if the
whole network's parameters are exchanged. In the same context, note also that very limited
communication rounds are required for attaining high accuracy.

wheren QiFj denotes the

Thus, the serverless PFedKalmanNehethod is realized by a two step proceadapt, i.e.,
training the local KalmaNet using KF algorithm and the local private datasetoaniine i.e.,
aggregating the personalized layers of e#ph at the ego vehicle side, broadcasting the
global personalized layers back to the neighbors, and keeping the locgdarsanalized layers
intact:
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Eq.14
v QIR e n QM
A R Eq.15
0 € aoonl‘PQ ST a
50
Aé
J t=0t>0\
RY

1

Figure52: Original KalmaNet's architecture. Proposed SPFL strategy will focus on training in a distributed, serverless and
communication efficient manner local KalmaNet's, by transmitting to ego vehicle and aggregating either the fully connected
layer'@ (pink) associated explicitly to Kalman gairi@i 7, 2 and 3 layers (red).

Decisionmaking stage vidDNN aidedBayesian optimization

In this Section, we will describe how the efficiently trained PFedKalmaNet can be exploited by
the second stage of our framework, i.e., distributed decisiwaking for CL Note that our
PFedKalmaNet takes as inputs the noisy 3D positan velocity and time interval, so as to
estimate the state of a single vehicle. As such, instead of a CL approach that addresses states,
measurements, and control inputs in a unified and compact manner[2B§24] (the latter

used as baseline method ihe following exactly due to this feature) we will realize CL by
treating target quantities dynamically and independently, via gng-play operation.
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Ego vehicle localization

Ego vehicle initially exploits selénsing capabilities to estimate its state, via GNSS and IMU.

More specifically, measurement vect ;;;;%N s of ego vehicléontains the GNSS position:

T Y Eq.16

In addition, it utilizes the relativeensing capabilities of its connected neighbors. To be more

detailed, each connected neighbd ~ transmits to ego vehicle the measurements
required for the estimation oi® state fromCs perception system. The corresponding

measurement vectom., :N g contains:

II"F] ., y o n L. i ™
Qg 040 QEp Okd; -h 1O . Q Eq.17

Note that each row of this vector actually corresponds to the (erroneous) 3D position of ego
<

vehicle’Q through simple geometric relationships. Thereforg,.is an estimate about ego
vehicle's state using® sensing capabilities, i.&& GNSS and LiDAR.

For each one of those measurement vectavsilable to ego vehiclQ@authors of25] exploited
<

a KF, to initially produce local state vectars .M s and covariances

Na

L , which are then fused through a global fusion operation to produce the final

estimation ofol‘mN a of ego vehicle's state. However, due to the muftbdal observations

of diverse noise statistics, we will replace standard KF with the PFedKalmaNet, which has been
explicitly trained to capture the uncertainty of measurements and improve the fusion. Through
this plugand-play operation, we will show ithe followingthat increased localization accuracy

can be attained. Following the methodology[@6], ATC concept of ego vehicle localization is
split between a local and global fusion step:

f Plug-and- Play Adapt | "~

Eq.18
Eq.19
Eq.20
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1 Combine:

< Eq.21

Eq.22

Note that Eq.18 simply states that we exploit not only the learned Kalman gain, but also the

learned predicted state covariance, explicitly utilizing PFedKalmaNet's architecture. Distributed
decisionmaking is realized by ego vehicle since the latter performs both local and global
estimation, using its own data as well as the measurements transmitted by its neighbors.

Furthermore,c’)l ; "Q I ; FO;; .4 (from EqQ.19), which indicates that global estimation
depends on the global state vector of time instant p, rather than specific local estimation
corresponding to individual neighbors. This important fact demonstrates once again the ability
of our approach in dynamically addressing the swarm topology's modifications over time, i.e.,

which vehicles exit or enter the swarm, not only at the learning but also at the decrsa&ing
stage.

Neighbors localization

The same methodology is followed by ego vehi@te localize the connected neighbors, and

realize effective cooperative situational awareness. As such, for e&h” "Q ego
vehicle utilizes neighbor's GNSS, as well as its own GNSS and LIiDAR, to formulate the

corresponding measurement vectov§§ N g . Since in practice the perception capabilities of
both ego vehicle and its direct neighbor are exploited, in@®x this specific formulation
belongs to set . The latter set contains onand™Q modeling in fact the individual
connected pairs of the original star topology. As such, using the measurement ve@@rs
(from“® LIDAR and GNSS) a§§(from (s transmitted GNSS), whel@s equal to eithefdr

"Q we end up to a similar ATC approach as previously, for estirﬁ@r]@sitionolflﬁN a .
Therefore, using PFedKalmaNet as a {aogplay, (s capable of localizing itself as well as
each one of its connected neighbors. Thus, collecting veo‘r%and I Fﬁ ‘(lefines the target

location vectoro;;;< N g ¥ Sof cooperative situational awareness. The proposed approach of
PFedKalmaNeD is demonstrated ifigures3.
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Figure53: PFedKalmaNet framework in adaptive swarms of CAV. Ego vehicle is acting as the fusion center in both cases,
avoiding the need for a centralized server based architecture. Left: Distributed learning stage via SPFL. Right: Drisitnigdited
PFedKalmaNet is then used at distributed decigiaking stage for effective cooperative situational awareness.

Experimental Setup

The proposed methodology will be validated using a CAV software simulation Bigoke4-

a)), comprised of CARLA, SUMO anmgery (for implementing V2V communication based on
ETSI IFS&5 protocols), interconnected through ROS softwg®], all of them running in an
NVIDIA Jetson TX2 platform. Using this stack, we generated the trajectogewelicles, with
length4 o 1t mtime instances, shown irFigure 54-(b), where ego vehicle's trajectory
corresponds to vehicle . Each trajectory is split, between the fitstrt ime instances for
testing, nextp ¢ (time instances for training and the fimal¢ for validation. The input to the
network is the ground truth 3D trajectory degraded by additive white Gaussian noise of zero
mean and standard deviation, A E A& ihp® ihp® | . Individual local models are trained
offline for 50 epochs and batch size is equaptavhile learning rate and weight decay are set

to . The learning stage of our approach is initiated every 100 time instances, using 2
communication rounds, and 10 epochs for training and fine tuning during SPFL. Baseline
methods include cooperative and optimization based MS8], LKFSA[24], and the data
driven based single KalmaNeff21l]. GNSS noise is generated through

A E &% iho® (ho® |, whilek  ; p It it . Evaluation metrics includ24 , %

i.e., root mean square of euclidean localization error over timettierego vehicle, an?t "Y

0 6 ‘Gh hi.e., root mean square of average euclidean localization error over time for the
neighborhood of ego vehicle, so as to assess 4D situational awareness accuracy.
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Evaluation study
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Figure54: Simulation stack based on CARLA, SUMO and Artery, using ROS as middleware, and 60 vehicles' trajectories. Ego
vehicle's is shown in black.

Impact of personalizationThe first testing scenario will assess the performance with respect to
the two different approaches of personalization, assuming communication rargd More
specifically, our evaluation will consider initially the optimal case of using a centralized model
trained using the data across all 60 vehicles, the case of using a model trained with the
individual dataset of ego vehicle, and three additional cases of distributed training: i) serverless
FL without personalization, i.e., ego vehicle receives from neighbors and aggregates the total
number of parameters, ii) SPFL exploiting scenario 1, and iii) SPFL exploiting scenario 2, both
from Eqg.13. Theresultsare demonstratedin Figure55. The first two columns clearly indicate
the benefits of using a model trained with diverse datasets. Centralized model is clearly
superior than its individual counterpart and the other methods, though it requires a centralized
serverbased processing architecture. To realize @dfitient and practical distributed training,
all three serverless based FL approaches achieved very promising results. Although serverless FL
without personalization attained the greatest accuracy, it performed much less communication
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efficiently since it requires to exchange the total number of parameters. Most importantly,
both SPFL strategies achieved superior results than all the baseline methods, but less efficiently
than the previous case, as expected. Moreover, the strategy of aggregating only the layer of
Kalman gain is shown to be much more effective, since it directly aims to learn this critical
uncertainty matrix. The accuracy of location awareness estimation readhes i i.e.,17%

and 69% improvement with respect to singl&KalmaNet and GNSS. The communication
efficiency reache$0% since almost half of network's parameters need to be exchanged. The
second personalization strategy achieves less accurate results, though outperforming once
again the baseline methods, reaching greater communication efficien@0%f due to the
significantly smaller number of transmitted parameters. As sueRedKalmaNetrealizes
effective joint distributed learning and decisiomaking for cooperative localization via SPFL,
but with a tradeoff in location accuracy versus communication efficiency. In the following, we
will adopt the first personalization strategy due to greater accuracy.

Effectiveness of fusion operatianThe second scenario will assess the accuracy of fusion
operation by comparingPFedKalmaNetvith MSMV (upon which has been built), when the
latter exploits the actual uncertainty of positioning measurements. In highly dynamic traffic
conditions, it is very challenging to determine beforehand the true covariance of positioning
noise, but we will assume it so as to evaluate how accurate the underlying uncertainty is
utilized by our approach. We will define three different éés of positioning noise with
covariances t+ A E AdD @ , t  AE A hpd pd and 4

A E A# hodt hogt  that will be used byMSMVin order to estimate Kalman gaiftheresults

in Figure 56 indicate that MSMV performance is highly improved when the uncertainty of
measurements is exploited (third versus second row), but from the first two columns
PFedKalmaNets shown to be much more effective in capturing the uncertainty, improving
single GNSS B2%and 70% However, when positioning is increased in the third case, optimal
and idealMSMVis shown to perform more accurate than our method, i2239mversusl.6m,
respectively, indicating that addressing higher levels of measurement noistFedKalmaNet

is a more challenging task. However, since our method is focused on learning and exploiting the
uncertainty, location awareness accuracy is still very promising.

Impact of diverse swarm topologies and network delasx critical aspect of our approach is

how the neighborhood of the ego vehicle is formulated. In the previous scenarios, we have
assumed that sensing and communication range 78| i.e., all vehicles within a distance of

o 1t ffrom ego vehicle can be considered as connected neighbors. To simulate now realistic V2V
connections, we exploit the software simulation stack and the local dynamic maps (LDMs) that
Artery simulator generateg-{gure54-(a)). The information of LDM indicate the V2V messages
that egovehicle has received, and as such, we can easily define the neighborhood at each time

IO Co-funded by S KIS T i2uwianse Page93of 133

the European Union — sy




- o

A
AutoTRUST D3.2 Advanced internal and external sensing systém.v

instant. Those messages, apart from vehicle ID, include also the generation timestamp.
However, due to network congestion, limited communication resources, etc., network delay
may affect the performance of cooperation, since vehicles receive outdated measurements.
Therefore, if only the difference between the current timestamp and the incoming message
generation timestamp is lower than a threshold of som& nearby vehicle can be considered

as neighbor. An example of ego vehicle's neighborhood is slogure54-(a), where bullets
represent vehicles and green links the V2V connections. The results of our study are
summarized inFigure57. For example, with time threshold equal gort 7 | éQo vehicle has
only p neighbor but exactly due to the smaller size of neighborhdefedKalmaNetperforms

less efficient than singleKalmaNet i.e.,c® ¢ Iwith respect to 8 i. When average
neighborhood size increases towith time threshold equal ta 1t 11 | PBedKalmaNebptimally
combines acceptable network delay with appropriate neighborhood size. It actually attains
24 , %qualto 8 i with respectto¢®  lthat KalmaNethas achieved, but significantly
outperforming the other baseline methods. When the time threshold is equal tortj O
neighborhood size further increases, but due to the more profound impact of receiving and
fusing outdated measurementsPFedKalmaNetachieves now 4 , %f 8 i but still
attaining greater accuracy than the other approaches. The last case actually corresponds to the
ideal case of fully synchronized messages and no network delay, with the size of neighborhood
now reaching 1vehicles, andPFedKalmaNetachievingp® | with respect toc® ¢ J¢8t x |

p& p land @8t v lof KalmaNet MSMV, LKFSAand GNSS, respectively. Therefore, we conclude
that PFedKalmaNehas the potential to effectively exploit and fuse in a scalable manner the
data of diverse swarm topologies, formulated by realistic network conditions and acceptable
network delay.

Centr. Imal. Mo Pers. Pers.

model masde] pers. #1 #2
PFed KalmaNed 1.73 3.69 1.42 1.58 1.97
KalmaMet 1.90 4.49 1.79 228 231
MSMV 304 1 304 304 304
LEF-5A 3.29 329 3.29 329 3.20
GMNES 6.06 6.06 606 6.06 606
Comm. efficiency - - (% S0 B0

Figure55: Impact of diverse levels of personalization in location awarenessARTm)).
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11 2 1
bt b b

PFedKalmaMNet .67 081 1.6

MSMV 091 1.42 259
MSMV ope 1.02 1.1 1.39
GNSS 1.39 276 5.15

Figure56: Effectiveness of fusion operation (RAE (m)) is increased/decreased when positioning noise is lower/higher.

Time thresh. for accepting incomming messages
100ms 300ms 500ms  Nothresh.

6 B PredialmaNet
5 Ealmahet

MSMY
a LKF-SA
32‘92 GNSS

2.04

2 1.91m L58m
0

Avg. size of neighborhaod

AT = LE(m)

Figure57: Impact of the number of connectioRSFFLE(m)No time threshold assumes that all incoming messages are fully
synchronized.

3.2.3.Cooperative multobject detection & trackingiagraph signal processing
optimization

System model and preliminaries

Consider a trackingy-detection paradigm, since it is widely employedM@Tliterature, as the

foundation of ourearly cooperative trackingramework Each ageritbbtainsO 3D bounding

boxes at timedfrom the output of a 3D detector on LIDAR data. Each 3D bounding box is

described bye Wmh‘ W W Ofp — @ 0f 0 7 A witha T1ipl8B R where

®j , W , A is the centroid of the bounding box; the angle around the -axis, and

Qn ,0 5,0 the height, width, and length. Hence, the set of detections of adenttime

instanceois described by o[rhh‘ﬁorrh Mg Fprrﬁ” M5 oq . Furthermore, at time

instant g, the state of tracked objedtis defined bys f“ Wwa—Q0 a6 6 6 |

a , wherew, 0, & represent its centroid—the angle around -axes,;Q, 0 , & the height,

width, length, and® ,6 ,06 the 3D linear velocity, respectively. Note that the tracked object

is the expected outcome of the cooperative tracking, therefore it is not directly related with a

specific agent. Based on that, we will employ a state transition model, as well as a
measurement model, in order to perform Kalman filtering:
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1 State transition model:

.JlrFN “Q .JI|’F“ FI:} Jll’h‘ F] [ J|’h< D . T[F] Eq23

1 Measurement model:

'J|'h< .J|'h< - M _'FK D: mh Eq.24

3 -—

State transition functioriQO can defined using constant velocity model. Both models are

degraded by additive white Gaussian No:igf;ﬁ‘ ands= _'h', respectively. According to linear

Kalman Filter, each track's state can be defined by the prediction and update equations as
follows:

i State Prediction

?4|'FK 30 T O 4|'F" Eq.25
S AL 1 Eq.26
i State Update

CRN e RN e LI Eq.27

o ;4|>h< L »he '4|>h< . ;4|>h< Eq.28

e e Lo | £q.29
wheres T A is the transition matrixJF ™7 the process noise covariance matrix,

4 "5 g the measurement noise covariance matgx; A the measurement model

matrix, |- *™i s the Kalman gain anff *™{ s the covariance matrix of the tracked
object. Finally, sex o Mhe Mg he NiM 5 g , contains the state of tracked objects

i phctB RY , after performing Kalman filtering. Those two sets of detected and tracked
bounding boxes will act as the basis in order to formulate the proposed framework.

Association and Tracks Management approaches

The Association and TrackManagement approaches constitute the core components of a

tracking framework handling tracks' states and their lifetimes. Specifically, the Association
module employs the 3D Intersection over Union (3D loU) as a similarity metric, and the
Hungarian Algorithm (HA) as an association algorithm to correlate trajectories and detections.
Upon successful association, the track's state is updated utilizing the corresponding detection
o i according toEq. 28, Eq. 29, where '4|’FK 'rrm F". Conversely, in case of unsuccessful

association, the track's state retains its previous state without update. Upon unmatched

detections, new tracks are initializegith their attributes. The Tracks Management module is
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handling the lifetime of each track and establishes the tracking procedure after the association
stages with detection§27], [28]. Specifically, a track is "confirmed", if it achieves a successful
association over a predefined number of consecutive frames, denoté@asConversely, if a
track fails to establish an association for a specified number of consecutive steps, noi€@as

it is considered as "deadind is removed from further processing.

Graph Signal Processing Preliminaries

The Graph Laplacian operator is a walbwn Graph Sign&rocessing To¢29] which recovers

the absolute coordinates of graph vertices through differential coordinates and anchor points in
a leastsquares sense. The inherent geometry of the connectivity graph is captured by
differential coordinates of the vertices, which correspond to the barycenter of each vertex's
neighboring nodes. Additionally, anchors are utilized as complementary information for each
vertex. Furthermore, the Laplacian matrix captures the connections between the vertices. More
specifically, consider an undirected graph withnodes represented as Dh ,where

D and. denote the set of vertices and edges, respectively. The objective is to define and
minimize the cost functiod w* s W* # % in each spatial attributeéfft, wherew®

t+h+ 78t P fq is the vector of graph verticed, ¥ s is the Laplacian
matrix andt ¥ s the vector of differential coordinates. Laplacian matrix is equal o

rY =“where 4 =97 A are the welknown degree and adjacency matrices.
Furthermore, in each spatial attribute the differential vector is equal #d

7 P hgy b wherey N B. % "+ " among all connected vertices.
However, due to the singular properties of Laplacian matrix, we have to extend it using the
identity matrix, leading to the extended.aplacian matrid ¥ s , and thusj “is

restructured to the measurement vectoﬂ-f A  consisting of not only differential
coordinates but also the scalled anchor points, which contain any knowledge we have about

each vertex. Previous quantities, as well as anchors véetos  are defined as follows:
J< Y =" p < Eq.30
B -H' # <=|=
=|=< Ghghgg B Eq.31

Employing linear leastquares minimization, the optimal solution of vertices' locations in each
spatial attribute is equal to:

e J< ]« =|<4|_H_ﬁ wWr 5 Eq.32
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Graph Laplacian Processing Technique

The Graph Laplacian Processing technique actually facilitates the localization of nodes of a
graph by leveraging inherent geometric structure defined by the differential coordinates and
anchors.Based on that fact, two methods will be derivadiroducingthe Graph Laplacian
Cooperative MOTCoMO7 scheme which takes advantage of a fully connected graph among all
multi-agent detections as illustratea Figure58. The onestageof association approach serves

as the initial step for the proposed twgtage association Graph Lap CoMOT method. Both of

GKS LINBaSydSR FLILINRI OKSad NBRdAzOS &LJI GALf y2A3
AYRADGARdIZL f SNNBN NBflIGSR G2 G(KS 62dzyRAy3I o02E:
refined and correlated with existing tracks, enabling more accurate trajectory estimation during

the Kalman Filter update step. More specifically, differential coordinates and Laplacian matrix
capture the connections among all detections, while anchors are utilized for the overlapped
detections that represent objects simultaneously observed from different agents. Although our
methods are presented assuming two CAVSs, following the standard methodai¢g@], they

can easily be generalized for a larger number of connected vehicles.

Figure58: Fully connected graph of detections from two neighboring ag"@&imhit time 0. Detections from ageri€tblue

color) are interconnected among them, and also linked to detections from &§gnk color). Red and black edges indicate the
overlapped information of the object shared between the agents and all the connections of the graph, respectively.

To be more specific, consider the undirected graph D h , where the set of nodem
" B represents the detections from ageifhnd’QWith respect to the set of edges, the
detections of agenfare interconnected among them and also linked to the detections of agent
"QNote that we focus only on estimating the 3D centroid of each bounding box. Therefore, in
each spatial attribute ¢hodr , the differential vector is equal to#™
1 hy hgy hsq wherg " B @ @ B o o describes
the scalar differential coordinate of detectian. Additionally, the extended Laplacian matrix is

defined by Eq. 30 corresponding to a fully connected graph, anchors vestbra  will
contain the scalar complimentary information epart oforsm e

following, while measurement vectdf 1¢‘=|=‘4|T A . Similar equations are followed fay

as analytically explained in the
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anda attributes. Thus, the refined bounding boxes, since we actually refine their 3D centroids,
will be further used by the core modules of CoMOT in order to enhance the overall accuracy.

All in One Stage (AOS) Graph EapMOT

A simple CoMOT which utilizes a fully connected graph topology on-agdtit detections is

the proposedAll in One Stage (AOS) Graph E@pMOT More specifically, this method refines
and fuses multvehicle bounding boxes through the Graph Laplacian framework and thereafter,
associates them with existing tracks. To acquire additional information atdiimeforming the
anchors vect0ﬁ|=‘, the 3D detections of the two agerits and” are associated through 3D
loU and HA. The set af overlapped detections and non-overlapped of théCre described

byd™ T s ,andd T 4 , respectively. Similarly, for the agef™ 7 a , and
6 71 . The anchors vectekis formed forcspatial attribute as follows:
T Do Oep Oy Oeg =q.33

where e AQwp 0w 8 awy Ta ,0ep AW 0w 8 awy, [T a are

the successfully associated detections of the ag@itando e, wf Wy 8 G T

Oe;  Wf Wi 8 wi A the unmatched bounding boxes @ ndQrespectively.

Therefore, the leassquares minimization dEq.32 at time 0is noted as; ¥ A and describes
the refined and fusedvattribute of the detections. Similar equations are followed for the
attributes. The set of refined detections which consat the attributes on each 3D bounding

boxis: | A . Then, the optimized detections are associated with the existing tracks
in terms of 3D loU and HA and follows thssociation and Tracks Management approaches

. Hence, the successfully associated trajectories are denotédlasand update their states by
Eq.28, Eq.29 with the successfully associated detectians . Moreover, the unsuccessfully
associated tracks retain their previous state without update and are denotédasand the
unsuccessfully associated detectians initialize new tracks. At the next time stép p, all
active tracks are predicted Hyg.25, Eq.26. The AOS GraphLap CoMGe&rves as the first step
in deriving the proposedpproach of the next subsection.
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Detectionts Tracks (T7) |e
Agenti (D)
~{ Matched;(mDf) !
= -+ Associati
- _.l Matched;[mi)f) Grap!'n Gij sociation racke
Association H . Laplacl?n L] Management
. | unmatched; (uD}) Processing ;. | Association
-bl Unmatched; (uD})
Detections
Agent j(Df)

Figure59: TSA Graph La@oMOT of the Graph L&oMOT approach.
Two Stages Association (TSA) Graph-CapiOT

The Two Stages Association (TSA) Graph-CapMOTtechnique Figure59) is anadvanced
extension of theAOS Graph LagoMOT This method designs two stage association modules

to capture unmatched trajectories from the first stage and combine obtained detections from
different agents in slightly modified definition of anchors vector. Similarly to the AOS technique,
the detections of the two CAVs are associated in order to provide additional information on the
overlapped bounding boxes. Different anchors vectors are formulated based on the number of
agents. Therefore, in case of two CAVs, two anchors vectors are defined for each spatial
attribute alonga wandag, and demonstrated fo@according to:

Eq.34

Eq.35

Therefore, different leassquares solutions dtq.32 are calculated. The fused and refined
<

detections corresponding to the anchors vec#g)? e represented ag: "¢ A and similarly

Similar equations are followed for the ¢ attributes. Hence, the detections

with all detections' attributes are | a and: T g . Firstly,, are associated with
the existing track® as describegbreviously Upon successful associatioris,D tracks update
their state through the refined associated detectian by Eq.28 EQ.29. In case of
unmatched refined detection§: , new tracks are initialized. Additionally, the unmatched
tracks6D are not discarded by the Trazklanagement Module, instead are associated with
the: refined detections. Thereafter, th&ssociation and Tracks Management approaches

takes place witlix D ,&: , the matched tracks, optimized detections abnl ando: the
unmatched tracks andnmatched detections. This process continues based on the number of
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agents. At the next time step p, all active tracks are predicted i3q.25-Eq.26. Regarding
computational efficiency, Graph Laplacian Processing is based on an efficient sparse least
squares optimization framework, with complexity equal or lower tibiangl 0 where

¢b and0 the number of rows and columns of the corresponding Laplacian matrix, indicating
actually the size of the topologi31].

Experimental Setup and Metrics

Experiments have been conducted in the wealbwn V2V4RedB2] dataset on an NVIDIA RTX
4090 GPU. The dataset training split includes 32 driving sequences and the testing 9 driving
sequences from two simultaneously driven vehicles. The frame rate is 10Hz. Our proposed
method ensures redime feasibility by sharing only the bounding box parameters among
agents, and thus, ageffwith O bounding boxes, has to transmit in toial ¥ floats, since 7

are the parameters describing each bounding box, ensuring low latency during the
communication. Additionally, we define the tracking parame®rfQQ ¢, and(Qo i oto
balance robustness and adaptability. We have tested our framework in the testing sequences
and we compared our method with the statd-the-art V2V4Real and the DMSTrd&k], a
deeplearning CoMOT approach. The Graph-CaplOT and DMSTrack approaches utilize
PointPillar detectof33] with 55% detection accuracy. DMSTrack sequentially associates the 3D
detections of the ego vehicle to the tracks, and the unmatched tracks with the bounding boxes
of the other. Also, induces noise covariance matrix for each detection which is calculated by a
deep neural network. Furthermore, we employed the V2V4Real method using-agettit
CoBEV Detectdi34] with higher detection accuracy (66.5%) than PointPillar for challenging
evaluation. We employ the evaluation metrics in 3D MOT24@] including 1) Average Multi
Object Tracking Accuracy (AMOTA), counting the errors (False Positives (FP), False Negatives
(FN), Identity Switches(IDSW)) with respect to Ground Truth (GT), 2) AverageOMattt
Tracking Precision (AMOTP) calculating the overlap between the predicted tracked objects with
the Ground Truth objects with respect to the True Positives, 3) scaled AMOTA (SAMOTA), a
linearized AMOTA across various confident threshalgl$viostlyTracked (MT), the percentage

of the correct tracking of objectsver 80% of their life, 6) MulDbject Tracking Precision
(MOTP) calculating the overlap between the predicted tractbjcts and GT with respect to

the TP with 0.2®verlapping threshold.

Evaluation Study

Figure60 demonstrates the performance of th€SA Graph Lag@oMOTmethod and the two
baseline methods on average across all testing sequences from the V2V4Real ddta3&A
Graph LapCoMOTconsistently achieves superior performance across the average sequences,
with the maximum17.3%improvement in AMOTA. Hence, the twtages association of tracks
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with refined detections capturepotential occluded objects increasing the TP, reducing FN and
thus, performs high tracking accuracy. Furthermore, T®A Graph LagoMOTreduces the
noise in detections througtlihe Graph Laplacian operator and the fully connected graph
topology in leassquare minimization and thus, outperforms tine tracking precision with a
maximum15.99%improvementin AMOTP. Moreover, it enhances MT 18.82%by tracking
most objects for over of 80% of their lifetime. Howev@iSA Graph LagoMOTperforms
0.47% below the DMSTrack in SAMOTA. Therefb8® Graph Lag@oMOTachieves superior
performance across most tracking metrigg fusing the centroids of detections and reducing
position error in Graph Laplacian manner, while captures unmatctiepbctories preventing
false termination with the two stagesssociation.

Method AMOTA (%) (1) | AMOTP (%) (© | sAMOTA (%) (1) MT (%) (D)
V2V4Real + CoBEY 36.18 5314 75.2 3039
DMSTrack 42.14 57.05 84.02 65.07
TSA Graph Lap-CoMOT | 4244 (+17.3%) 61.64 (+15.99%) 83.62 (-0.47%) 71.16 (+19.82%)

Figure60: Average tracking results in V2V4Real. Plus (minus) sign indicate the rate of accuracy improveitreatsgjevith
respect to the maximum deviation of the staigthe-art CoMOT methods.

To further enrich our ablation stud¥igure61 demonstratesthe tracking performance of both
Graph LapCoMOTand DMSTrack methods on three indicative testing sequenceg2df4Real
dataset, highlighting the benefits of two stages agsociation. Th&SA GraphapCoMOT
achieves superior performance with maximum improvements18f31%, 19.82%, 26.44%,
33.33%in AMOTA, AMOTP, sAMOTAYT respectively over DMSTrack. Additionall8A Graph
LapCoMOToutperforms with maximum improvements up 10.72%, 6.67%, 4.12%,14.29%%
AMOTA, AMOTBAMOTA, MT respectively over the one stage of associgdio Graph Lap
CoMOT in all evaluated metrics. Thilemonstrates its effectiveness in addressing unmatched
trajectories from the first stage by preventing termination in casesfalled association
leveraging two association stages. Moreovéhe AOS Graph La@oMOT accomplishes
significant improvements across various metrics despite being a simpdifiddsingle stage
association method of theTSA Graph La@oMOT Specifically, it achieves &3.04%
improvement in AMOTA and23.03%in sAMOTA for Sequence 000&jth more TP and
consequently fewer FN tracked objects/ealing and exploiting spatial geometric structures on
the fully connected graph instead of DMSTrack. Additionally}.&5%in AMOTP and #6.67%
in MT improvement forSequences 0002 and 0000 demonstrate the reduced spatial of
multi-agent detections through the Graph Laplaci@perator. Therefore, TSA Graph Lap
CoMOT exploits spatial coherences between mudfyent detections formulatinga fully
connected graph topology while addresgastential occluded objects with the two stages of
association.
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Scquence Method AMOTA (%) | AMOTP (%) | sAMOTA (%) MT (%)
DMSTrack 48.06 60.46 81.95 60
Sequence 0000 | AOS Graph Lap-CoMOT 4934 (+2.66%) 68.27 (+12.92%) B7.81 (+7.15%) 70 (+16.67%)
TSA Graph Lap-CoMOT | 54.63 (+13.67%) | 7LI11 (+17.61%) | 9143 (+11.56%) | 80 (+33.33%)
DMSTrack 39.42 50.18 68.22 42.86
Sequence 0002 | AOS Graph Lap-CoMOT 44.56 (+13.04%) 57.53 (+14.65%) 83.93 (+23.03%) 42.86
TSA Graph Lap-CoMOT | 46.64 (+18.31%) | 60.13 (+19.82%) | 86.26 (+26.44%) 42.86
DMSTrack 46.75 62.40 91.16 93.33
Sequence 0007 | AOS Graph Lap-CoMOT 46.94 (+0.41%) 63.56 (+1.86%) 91.68 (+0.57%) 93.33
TSA Graph Lap-CoMOT | 47.98 (+2.63%) 67.80 (+8.65%) 89.74 (-1.56%) 96.67 (+3.58%)

Figure61: Ablation study on three indicative V2V4Real sequences. Plus (minus) sign indicate the rate of accuracy improvement
(decrease) with respect to the DMSTrack

Figure62 highlightsthe impact on tracking precision when the size of graph topology increases,

demonstrating in fact the scalability aGfSA Graph La@oMOT Higher localization accuracy

(MOTP) is achieved on average throubBA Graph Lap CoMQ@ihen 6 TP objects appear

across the testing sequences, despite the higher frequency of appearance in DMSTrack.

Moreover, a maximum MOTP up 631.55%is achieved once again by our approach, when 19

TP objects exist across the testing sequences. Therefore, this fact emphasizes the significance of

Graph Laplacian Processing in fusing diverse and growing number of bounding boxes.

Finally,Figure63demonstrates GTTSA Graph LagoMOTand DMSTrack trajectories at frames

91 and 130 in Sequences 0000 and 0007, with green, red and yellow colors. In all cases, we can
clearly observe that propose@SA Graph La@oMOTsignificantly improved the location of

each bounding box with respect to DMSTrack, as well as captured an object that DMSTrack
failed to track succesfully. ThereforéSA Graph LafoMOTachieved competitive, accurate

and precise tracking results in the reabrld V2V4Real dataset.

Cooperative MOT (MOTP) of the Average Sequences

5T
064 5
062
& 060 = TSA Graph Lap CoMOT
g DMSTrack
058 114
B
056 112
L1
3 8 10 19

Mumber of True Positive objects (indicating the size
of topology)

Figure62: Impact of increasing graph topology size on MOTP on averagevdied & @ ‘@dmonstrate the number of True
Positive (TP) objects per frame and average MOTP, respectively. Bullet points indicate the frequency of each TP aoent per fra
TSA Graph LapoMOT enhances tracking performance as the graph topology size increases.
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(a) Precise localization of the object by the TSA Graph
Lap-CoMOT, as indicated by the red arrow, Frame 91

(b) Object capturing and precise localization, while the
baseline fails, Frame 74

Figure63: Qualitative results of CoMOT based on assessing tracking accuracy and precision with GT (green), TSA Graph Lap
CoMOT (red) and DMSTrack (yellow).

3.3. Concluding remarks

This section has detailed the design, development, and evaluation of the AutoTRUST external
sensing and monitoring system aimed at enabling 4D cooperative situational awareness for
connected and automated vehicles. By combining robust siagént perception modules with
advanced multagent cooperative frameworks, the system significantly enhances
environmental understanding, road safety, and contewtare mobility. In more detail, the
singleagent modules focusing on road condition and traffic sign detectiodemonstrated
efficient, realtime performance on embedded platforms using lightweight yet accurate deep
learning models such as YOLOvV8. These modules provide essential data streams for interpreting
external scenes and contribute directly to driver assistance and autonomous degiaking.

On the multiagent side, the section introduced a comprehensive framework for cooperative
localization and object tracking using federated learning and distributed inference strategies.
Techniques, such as PFedKalmaNet and Graph Laptasad CoMOT, represent stabé-the-

art methods for decentralized learning and decisioaking, capable of operating under real
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world constraints such as network delays, communication efficiency, and heterogeneous sensor
inputs. In the following section, we move away from the internal and external monitoring
system introduced by AutoTRUST and focus on approaches that enhance the security, privacy
and trustworthiness of the entailed Alowered solutions.
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4.Privacy and data trustworthiness of sensing system

As hghlighted in the previous chapters of the deliverablepaern AVsoperate as mobile data
collection platforms, continuously gathering vast amounts of information throughous
sensing modalitiegLIDARs, cameras, radar systenetc.) and environmental monitoring
devices. This data encompasses not only vehicle operational parameters but also detailed
information about passengers, surrounding environments, traffic patterns, and infrastructure
conditions. The sensitive nature of this information, combined with the need fortieal
processing and intevehicle communication, creates complex privacy and security challenges
that traditional data protection approaches are insufficient to address. Furthermore, the
distributed nature of AV networks, where multiple vehicles must collaborate and share
information to achieve optimal performance, introduces additional vulnerabilities and trust
considerations that require innovative technical solutions.

This section addresses the critical dimensions of data privacy, security, and trustworthiness in
advanced sensing systems for autonomous and connected vehicles. To this end, the presented
work explores both foundational and cuttireglge privacypreserving strategies. Sectichl
outlines the ethical and legal frameworks guiding data handling, while Settelves into
federated learning methodologies and their security implications withihcontexts. Section
4.3focuses on the enhancement of the privacy and resolution of LikasRd external sensing,
utilizing techniques such as deep unrolling as well as federated approaches, whilg, éina
concluding remarks are presented in SectdioA

4.1. Security and privacy of data, confidentiality and ethical compliance

All technical activities will be guided by principles that prioritize safety, transparency, and
inclusiveness, particularly for vulnerable and underrepresented user groups. The project adopts
a proactive approach to identifying and mitigating risks associated with the collection,
processing, and deployment of data. This ensures that development is ethically grounded and
technologically robust. In doing so, AutoTRUST seeks to anticipate and address societal
concerns.

This includes adherence to the GDPR, Al Act (where applicable), and otherspesaibic legal
frameworks relevant to autonomous mobility and data processing (aligned with national and
international requirements). All partners will receive guidance and support in implementing
these practices through internal protocols and continuous training.
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The project also fosters a culture of accountability and shared responsibility across institutions.
By promoting regulatory alignment from the outset, AutoTRUST ensures legal soundness and
ethical integrity in its research and innovation efforts.

The project places a strong emphasis on designing adaptive systems that not only respond to
environmental and operational uncertainties but also protect user rights and autonomy. This
involves integrating privaepy-design and securitpy-design principles in all system layers,

from data sensing to decisioit { Ay 3 | f I32NAGKYad | ASNERQ ( NHz i
transparent and cecreative processes, consent mechanisms, and secure data handling.

In the scope of WP1 (D1.2 and D1.5), the ethical and data management plan was established.
Ethical principles and data governance strategies that guide the entire project were established,
ensuring coherence across all technical and research activities. By being embedded from the
early stages of the project, the plan supports proactive ethical reflection and regulatory
alignment, while each partner ensures compliance and a homogenous approach at the local
level. Its transversal application guarantees that all work packages contribute consistently to
the project's overall integrity and responsibility framework.

4.2. Privacy preservation techniques in autonomous vehicles systems

4.2.1.Federated Learning

Autonomousvehicles function as essential building blocks which form the basis of future
Intelligent Transportation Systems (IT8)e development of Big Data, Internet of Things (loT),
edge computing, and Artificial Intelligence (Al) has expanded potential improvements for
transportation systems through AVs, particularly by improving driving safety, reducing traffic
congestion, and lowering pollution levels

The operation of AVs depends on V2X communication. This type of communication enables AVs
to establish communication links not only with peer vehicles, but also with traffic infrastructure,
satellites, pedestrians, and different ITS componeAtdditionally, under specified operational
conditions and regulatory rules, AVs execute autonomous driving operations through sensor
data analysis and Machine Learning (ML) algorithms

Currently, AVs generate vast volumes of raw data, which stems from three main sources which
include electronic control units (ECUSs), internal and external sensors, and V2X communications.
It is transmitted either continuously or at intervals to multiple destinations, including other
vehicles, roadside infrastructure, and cloud platforms. These data transmission supports
multiple purposes which include traffic monitoring, congestion control, Quality of Service (QoS)
and Quality of Experience (QoE) enhancement, and vehicle diagnostics.
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However, these enormous amounts of data needed to train ML models have generated
substantial concerns about data protection alongside unapproved data exploitation and privacy
violations. Insome regions, the collection of sensor data by AVs must comply with privacy
regulations. For instance, the General Data Protection Regulation (GDPR) presents a legal
framework that European countries have established to enforce personal data processing
compliance with privacy standarg35].

Despite significant progress in ML techniques, the development of secure and scalable
centralized ML models for all vehicles has proven to be unfeasible. However, a new ML
technique called FL has emerged as a promising solution to the problems mentiigece64
shows the topology of FL fétVs In FL, edge devices, including AVs, dotrastsmit raw local

data to a central server. Instead, as showrigure64, they share only gradients or learnable
parameters \V1, W2, W3, ..., Wn) derived from local Al model training. A central server, called
federated server, collects all gradients from the AVs to improve the global model which gets
redistributed back to the AVs. Multiple communication rounds exist to achieve global model
convergence at its optimal performance level. Using the mentioned approach, FL delivers two
major advantages which decrease network data transfer while protecting the privacy of data
stored on local devicgS86].

In AVs, and in each vehicle in a FL setup, multiple types of local Artificial Neural Network (ANN)
models could be utilized, such as Convolutional Neural Network (CNN), Multilayer Perceptron

(MLP), Recurrent Neural Network (RNN), Transformers, and Autoencoders. These models will
be discussed in more detail below.

Figure64: Federated Learning topology for autonomous vehicles
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